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Legal notice

/ 2LRBNAIKG 6 HAamp ¢9[ ¢hbLY! [dGR® !'ff NARIKGEA NBaCS
or all of the contents in this document in any form without the prior written permission of TELTONIKA Ltd
prohibited. The maniacturer reserves the right to modify the product and manual for the purpose of technical
improvement without prior notice.

Other product and company names mentioned herein may be trademarks or trade names of their respective
owners.

Attention
/ Before sing the device we strongly recommend reading this user manual first.
I Do not rip open the device. Do not touch the device if the device block is broken.
)
(( )) All wireless devices for data transferring may be susceptible to interference, which
] affect performance.
Q
!,
4’3 The device is not wateesistant. Keep it dry.
~

Device is powered by low voltage +9V DC power adapter.
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SAFETY INFORMATION

Inthis document you will be introduced on how to use a RUT950 router safely. We suggest you to adhere to |

following recommendations in order to avoid personal injuries and or property damage.

You have to be familiar with the safety requirements beforimgishe device!

To avoid burning and voltage caused traumas, of the personnel working with the device, please follow the

safety requirements.

> > [> [

The device is intended for supply from a Limited Power Source (LPS) that power consumptior
not exceed BVA and current rating of over current protective device should not exceed 2A.

The highest transient over voltage in the output (secondary circuit) of used PSU shall not exce
peak.

The device can be used with the Personal Computer (first safatg) or Notebook (second safe
class). Associated equipment: PSU (power supply unit) (LPS) and personal computer (F
comply with the requirements of standard EN 60950

Do not mount or service the device during a thunderstorm.

To avoid nechanical damages to the device it is recommended to transport it packed in a dau
proof pack.

Protection in primary circuits of associated PC and PSU (LPS) against short circuits and earth
associated PC shall be provided as part of thalmglinstallation.

To avoid mechanical damages to the device it is recommended to transport it packed in a gano@igeack.

While using the device, it should be placed so, that its indicating LEDs would be visible as they inform in which wor

mode the device is and if it has any working problems.

Protection against over current, short circuiting and earth faults should be provided as a part of the buildir

installation.

Signal level of the device depends on the environment in which it is workingse the device starts working

insufficiently, please refer to qualified personnel in order to repair this product. We recommend forwarding it to

repair center or the manufacturer. There are no exchangeable parts inside the device.
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1 Introduction

Thank you for purchasing a RUT950 LTE router!

RUT950 is part of the RUT9xx series of compact mobile routers with high speed wireless and Ether
connections.

¢CKA& NRdzESNJ Aa ARSIt F2NJ LIS2LX S tiska Wstictédby eScunib@rsomeK I
cable connection. Unrestricted, but not forgotten: the router still supports internet distribution via a broadband cable
simply plug it in to the wan port, set the router to a correct mode and you are ready to browse.

2 Specifications

2.1 Ethernet

9 IEEE 802.3, IEEE 802.3u standards
9 3 x LAN 10/100Mbps Ethernet ports
T 1 x WAN 10/100Mbps Ethernet port
9 Supports Auto MDI/MDIX

2.2 Wi-Fi

IEEE 802.11b/g/n WiFi standards

2x2 MIMO

AP and STA modes

64/128bit WEP, WPA, WPA2, WPA&WPAZ2 -BEERP encryption methods
2.401¢ 2.483 GHz WiFi frequency range*

20dBm max WiFi TX power

SSID stealth mode and access control based on MAC address

=A =4 =4 =4 =4 =8 =9

2.3 Hardware

9 High performance 560 MHz CPU with 128 Mbytes of DDR2 memory
9 5.5/2.5mm DC power socket (terminal block connector optional)

1 Reset/restore to default button

1 x SMA for LTE, 2 x 8RMIA for WiFi antenna connectors

9 x Ethernet LEDs, 1 x power LED

9 1 x bicolor connection status LED, 5 x connection strength LEDs

1 Optional: Din rail or panels with integrated mounting flanges

2.4 Electrical, Mechanical & Environmental

1 Dimensions (H x W x D) 80mm x 106mm x 46mm

1 Weight 2359

91 Power supply 100¢ 240 VAG> 9 VDC wall adapter
1 Input voltage range 9¢30VDC

9 Power consumption <7W

9 Operating temperature -40cto 75cC

i Storage temperature -45cto 80cC

9 Operating humidity 10% to 90% Noeoondensing

9 Storage humidity 5% to 95% Nowondensing

*Supported frequency bands are dependent on geographical location and may not be available in all markets

10



2.5 Applications

WiFi LTE

WiFi WiFi
antenna antenna
Smartphone

LTE
antenna

LTE
antenna

WAN or LAN
connection,
depending on
your needs and
configuration

Power Port Switch
(Please use

the included jssselsssslesss

power adapter)
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3 Setting up your router

3.1 Installation

After you unpack the box, follow the steps, documented below, in order to properly connect the device. Fc
better WiFi performance, put the device in clearly visible spot, as obstacles suchisamgdoor hinder the signal.
1.First assemble your router by attaching the necessary antennas and inserting the SIM card.
2.To power up your router, please use the power adapter included in the P ORTANT: Using a different
power adapter can damage andid the warranty for this produch.

3.1f you have a wired broadband connection you will also have to connect it to the WAN port of the router.

3.1.1 Front Panel and Back Panel

.. LAN1 .. LAN2 . ® LAN3 . o WAN

' o PwR

1, LAN Ethernet ports 1 LTE auxiliary antenna connector

2 WAN Ethernet port 2 LTE main antenna connector

3 LAN LEDs 3 Wi-Fi antenna connectors

4 WAN LED 4 Reset button

5 PowerLED *LTE mAain/a}ux antenna connector positions
6 Powersocket RSLISYR 2y GKS NERdzi SN
7 Connection status LED Quectel: 1¢ MAIN;2 - AUX

8 Signal strength indication LEDs Huawei: 1¢ AUX; 2- MAIN

Telit: 1¢ AUX; 2¢ MAIN

¢t2 FAYR 2dzi @2dzNJ NRBdziSND&a Y2RSY oOoNIyR>X OKSO1 (K
information about the router (Serial, IMEl, LAN MACSG Od0® ¢KS TFANRG fAYyS Aa
aeyvyozf 2F (GKS O2RS AYRAOFGSa GKS NRdzi SNDR& Y2RSYY

T CQuectelA/H, J,K,L,M, P
1 Huaweil, 3,5,7,9,B,F
M1 Telit:0, 2, G
Below is an example of a sticker witlHaaweimodem (the modem symhbas highlighted in yellow)

[atN u»

RUT955 17V020 Batchno, 0007 HWrev. 0605 [
Serial: L

IMEI: ] IIIII|IIIII IIIIII I| i
LAN MAC: IIIIIIIIIIIIIIIIIIIIlIIIIIIIIIIIIIIII

LAN mac: Il IIIIIIIIII l| IIIIII L
EAN: 1o IlI IIIIII III [

12



3.1.2 Power connector

A WDN B

Description Wire color
Power Red
Ground Black

- Green

- White

3.1.3 Connection status LED indication

Constant blinking (~ 2Hg)outer is turning on.
LED turned of€ it has no 4G data connectio
LED turned o it has 4G data connection.

Explanation of connection status LED indication:

1.

arMwbd

Green and red blinking alternatively ever 500 ms: no SIM or bad PIN;

Green, red and yellow blinking alternatively every 500 ms: connecting to GSM,;
Red blinkingevery 1 sec: connected 2G, but no data session established;
Yellow blinking every 1 sec: connected 3G, no data session established;
Green blinking every 1 sec: connected 4G, no data session established;

Red lit and blinking rapidly while data is beingwsterred: connected 2G with data session;
Yellow lit and blinking rapidly while data is being transferred: connected 3G with data session;
Green lit and blinking rapidly while data is being transferred: connected 4G with data session;

13



3.1.4 Hardware installati on

1.Remove back panel and insert SIM card which was given by your ISP (Internet Service Provider). Correct SIV
orientation is shown in the picture.

SIM1 [primary] SIM2 (secondary]

2. Attach LTE main and Wi antennas.

3. Connect the power adapter to the socket on the front panelhe tevice. Then plug the other end of the power
adapter into a wall outlet or power strip.

4.Connect to the device wirelessly (SSIBitonika_Route) or use Ethernet cable and plug it into any LAN Ethernet

port.

14



3.2 Loggingin

I FGSNJ & 2dzQNB @8ing i &8 deScribed if e sécKof abave, you are ready to start logging intc
your router and start configuring it. This example shows how to connect on Windows 7. On windows Vista: cliek Stal
Control Panel> Network and Sharing Centre Manage nevork Connections> (Go to step 4). On Windows XP: Click
Start-> Settings> Network Connectiondy 6 a4SS adSL)I nod 2dz 62y Qi aSS aLyld
@2dzQf f KI @S G2 aStSO0 ox%(Gatadiep6){ SGiGAYyIae yR Of AO1 21

We first must set up our network card so that it could properly communicate with the router.

1. Press the start button 28 LISnekWordk connectionsé,
pop up.

Calculator

Control Panel (19)

k‘ﬁ% Snipping Tool [# Find and fix netwotking and conmection problerns

L& Setup a connection or network

Sticky Motes :‘: Set up a wirtual private network (WPN) connection
SE Wiew network connections
2 'g:: Paint 82 Manage network passwards
N :.E Add awireless device to the network
- ,& KPS Viewer L+ Connectto a network
. & Identify and repair netwark problems

;;5”[ Wrindows Fax and Scan Files (94
1) nelllnt
t"\;_‘:' Rermote Desktop Connection [6] wireshark
dictionary.usr
B COMODD Antivirus ey
=] Cisco

=] dictiohary
¥ All Programs T Usertdanual_DPH401_en
lﬂl] Usertdanual_DPH411 en

| |Semth programs and filss 0o |
- See maore results
AN .'ﬂ = | Lagoff | b |
3 SR
3.Click oView network connect. 4. Then right click on your wireless device that you use to
connect to other access points (It is the one with the name
Control Fanel {10} OWireless Network Connectio
L& Wiew netork status and tasks icon).
o tvork ti
: 12wy HETwrQ K CORRECtIOns = |
se Wiew netwark computers a [ aauark and Shating Center &3\ )=[E » ControlPanel » Network and Intemet » Network Connections »
25 Wiews devices and printers | Yiew network connections Organize v Disable this network device  Diagnose this connection
::l.: Manage wireless netoeork s [_ \!\{\ie.lessNeMorkConne(tlcn
Enable
Diagnose
Create Shortcut
e
Properties
5. Select Internet Protocol Version 4 (TCP/IPv4) and then click 6. By default the router is going to have DHCP enabled,
Properties whi ch means that i f you S €
automaticallyo and 00bt ai
automaticallyo, t he router

15



e

' Wireless Network Connection Properties =z should be ready to login.

Networking | Sharing ‘ f

Connect using:

l: Intel[R) PROAwfireless 39454BG Network Connection

Internet Protocol Version 4 (TCP/TPw4) Properties @

General | Alkernate Configuration |

¥ou can gek IP settings assigned automatically if vour network supports

[ Confi | this capability, Otherwise, vou need to ask vour network administrataor
el far the appropriate IP settings,

This connection uses the following items:

2! t Client for Microsoft Networks (@) Obtain an IP address automatically
.@ (oS Packet Scheduler () Use the Following IP address:

¥ J=File and Printer Sharing for Microsoft Netwarks

-2 GCT Wik ax Protocol Driver

~&. |nternet Protocol Yersion B (TCP/IPvE)

g |ntemet Protocol Version 4 (TCP/APv4)

«&. Link-Layer Topology Discovery Mapper 1/0 Driver
& Link-Layer Topology Discovery Responder

K KKK

(@) ©Dbkain DNS server address automatically:

Install... Uninstall (71 Use the following DMS server addresses:

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

Yalidate settings upon exit

[ Ok ][ Cancel ]

[ 0K 1[ Cancel

7LF &2dz OK22a$S (2 O2y dhhAweziBo: YI ydzr £t & KSNBQa o¢KI

First select an IP address. Due to the stock settings that your router has arrived in you can only enter an
form of 192.168.1. XXX , where XXX is a number in the rang@®f £192.168.1.2 , 192.168.1.254 , 192.168.1.155
sooX NB @GFIfART MpHOPMcy dPMdn I MPHPMCYy PMPM I MEPH PMC
ddzoySid YlFraly GKAA KIFI&A (2 0S AHppPHPPpPHPP®PAED CKSY
enter primary and secondd® 5b{ ASNISNJI Lt Qad hyS gAtf adzFFAOSzE
act as a backup if the first should fail. The DNS can be your routers IP (192.168.1.1), but it can also be some ext
server (like the one Google prides: 8.8.8.8).
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Internet Protocol Wersion 4 (TCP/IPwd) Properties @ [. Wiredess Network Connection

General b4 Af, Disable

Connect / Disconnect

You can get IP settings assigned automatically iF vour network supporks
this capability, Otherwise, vou need to ask your network, administrator
for the appropriate IP settings.

Diagnose

) obtain an IP address autarnatically

Brdge Connections
@ Use the Following IP address:

IP address: 192 168 . 1 . 100 Create Shortcut

Subnet mask; 255,285,255, 0

Default gateway: 192 168, 1 . 1 Rename
Properties

Obkain DMS server address aukomatically
@ Usg the Following DNS server addresses:

Preferred DN server: 192 168, 1 . 1

Alternate DNS server: 8 .8 .8 .48

[ validate settings upon exit Adyanced. .

[ OK ] l Cancel I

Right click on the Wireless network icon and se{@ahnect / DisconnectA list should pop up with all available
GANBf Saa ySitig2N] ad ¢obried Than we bubhich o favorlte béowsenam ertielr theQduters IP
into the address field:

&= | 19218811

Press enter. If there are no problems you should be greeted with a login screen such as this:

Authorization Required
Flease enter your username and password.

Isername | admin

Faszsword TIITIT

Laogin

9YGSN) G6GKS RSTlrdzE i LI aagz2NRYE gKAOK A& 4Gl RYAynwmé
mouse or press the Ent&ey. You have now successfully logged into the RUT950!

From here on out you can configure almost any aspect of your router.
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4 Operation Modes

The RUT9xx series router supports various operation modes. It can be connected to the internet (WAN)
mobile, sandard Ethernet cable or via a wireless network. When connecting to the internet, you may also backup yc
main WAN connection with one or two backup connections. Any interface can act like backup if configured so. At f
router uses its main WAN conrtam, if it is lost then router tries to connect via backup with higher priority and if that
fails too, router tries the second backup option.

Main WAN Backup WAN
K K X

Mobile
Ethernet K K K
Wi-Fi K K K

In later sections it will be explained, in detail, how to configure your router to work in a desired mode.

5 Powering Options

The RUT9xx router can be powered from power socket or over Ethernet port. Depending on ywarknet
architecture you can use LAN 1 port to power the device.

® LAN1 ® LAN2 ® LAN3 e WAN

vaalll
©

RUT9xx can be powered from power socket and over Ethernet simultaneously. Power socket has higher pric
meaning that the device will draw power from power socket as long as it is available.

When RUT9xx is switching from one power source to the other it loses power for a fraction of the second a
may reboot. The device will function correctly after the reboot.

Pin  Signal ID T568A Color 15688 Color Pins on plug face (socket is reversed)
L —— ] —

1 +
> white/green stripe  white/orange stripe

= = =
green solid orange solid

3 RX+ ¢

white/orange stripe white/green stnipe

S
‘
=|wlal~y
- @

blue solid blue solid >

) - —— — ’
12 7-30vDC white/blue stnpe  white/blue stripe ) /
e | = o= &
orange sohd green solid
7 GROUND — ]
white/brown stnpe white/brown stripe
8 GROUND B

brown solid brown solid

Though the device can be powered over Ethernet port it is not compliant with BBR2.3aR003 standard.
Powering RUT9xx from IEEE 802Z#33 power supplwill damage the deviceas it is not rated for input voltages of
PoE standard.

18



5.1 Powering the device from higher voltage

If you decide not to use our standard 9 VDC wall adaptersiemd to power the device from higher voltage (45
30 VDC) please make sure that you choose power supply of high quality. Some power supplies can produce vo
peaks significantly higher than the declared output voltage, especially during connectidgsaodnecting them.

While the device is designed to accept input voltage of up to 30 VDC peaks from high voltage power supplies
harm the device. If you want to use high voltage power supplies it is recommended to also use additional saf
equipment b suppress voltage peaks from power supply.
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6 Status

The status section contains various information, like current IP addresses of various network interfaces; the st
of the routers memory; firmware version; DHCP leases; associated wireless statapiss gydicating load, traffic, etc.;
and much more.

6.1 Overview

Overview section contains various information summaries.

JELTONIKA Status - Network - Services - System Logout[*
Overview
System & & B | 15.8% CPU load Mobile & £ -102 aBm wifl]
Router uptime 0d 4h 54m 33s (since 2016-10-27, 06:46:48) Data connection Disconnected
Local device time 2016-10-27, 11:41:21 State Searching; NVA; 3G (WCDMA)
Memoary usage RAM: 41% “59% FLASH: 5% used SIM card slot in use SIM 1 (not inserted)
Firmware version Used: 51MB. Free: 72MB. Total: 123 MB Bytes received/sent * OB /408 B
Wireless & &= ON wanN B E Wired "%
SsSID s Teltonika_Router (AP) IP address N/A
Mode 1- AP; 7 CH (2.442 GHz) Backup WAN status Backup link is disabled
Local Network &8 & Access Control & &
IP / netmask 192.168.2.1 / 255.255.255.0 LAN SSH; HTTP; HTTPS
Clients connected ] WAN No access
Recent Sysiem Events & i Recent Network Events & &
1 2016-10-27 11:32:23 - CONFIG: Network configuration has been ¢ 1 2016-10-26 12:19:26 - Mobile data connected: NVA
2 2016-10-27 10:13:16 - Web Ul: Authentication was succesful fro ... 2 2016-10-27 06:36:04 - Joined 3G WCDMA
3 2016-10-27 08:45:49 - SSH: Password auth succeeded from LAN 19 ... 3 2016-10-27 06:28:30 - Joined 3G WCDMA
4 2016-10-27 08:45:05 - SSH: Password auth succeeded from LAN 19 ... 4  2016-10-27 06:05:45 - Joined 3G WCDMA
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6.2 System Information

The System Information tab contains data that pertains to the routers operating system.

KlreLTonika

Status

Network

Services System Logout[®

System Information

System

Router name
Host name
Router model
Firmware version
Kernel version
Local device time
Uptime

Load average

Temperature

Memory

Free
Cached

Bufferad

System explanation:

- Field Name | Sample value Explanation

Router Name RUT950

w

Host name

Router Model

Firmware
Version

TeltonikaRUT950.con

Teltonika RUT950 LTI
RUT9XX R _00.02.34

Kernel Version 3.10.36

Local Time

Uptime

Load Average 1 min: 100%; 5 mins:
87%; 15 mins: 52%

Temperature

2016-05-06, 05:54:10

0d Oh 47m 35s (since
201605-06, 05:06:35)

on

c

/

RUT950

Teltonika-RUT950.com

Teltonika RUTS50 LTE

RUT9XX_R_00.02.345

3.10.36

2016-05-06, 05:54:10

0d Oh 47m 35s (since 2016-05-06, 05:06:35)

1 min: 100%:; & mins: 87%; 15 mins: 52%

4°C

79972 kB / 126556 kB (63%)

15848 kB / 126556 kB (12%)

5920 kB / 126556 kB (4%)

Name of the router (hostname of the routers system). Can be chal
in System> Administration.

Indicates how router will be seen by other devices on the netwGdan
be changed in Systerm Administration.

Routers model.

Shows the version of the firmware that is currently loaded in the rou
Newer versions might become available as rieatures are added. Us
this field to decide whether you need a firmware upgrade or not.
The version of the Linux kernel that is currently running on the route
Shows the current system timeMight differ from your computer,
because the router synchronizes it's time with an NTP server. Fc
[yearmonth-day, hours: minutes: seconds].

Indicates how long it has been since the router booted Reboots will
NBasSi GKAa GAYSNI G2 nod C2NXI -
month-day, hours: minutes: seconds)].

Indicates how busy the router is. Let's examine some sample outpt
min: 22%, 5 mins: 13%, 15 mins: 20%". The first number mean
minute and second number 22% means that in the past minute t
have been, on average, 22% processes running or waiting 1
resource.

5S0A0SQa GSYLISNI (dzNS



Memory explanation:

| | Field Name | Sample Value Explanation

1. Free 79972 kB / 126556 kB The amount of memory that is completely free. Should this rag

(63%) decrease or get close to O, it would indicate that the router is runt

out of memory, which could caasrashes and unexpected reboots.

2. Cached 15848 kB / 126556 kB  The size of the area of memory that is dedicated to storing freque
(12%) accessed data.

3. Buffered 5920 kB / 126556 kB The size of the area in which data is temporarily store@i@moving

(4%) it to another location.

6.3 Network Information

6.3.1.1 Mobile

Display information about mobile modem connections.
Mobile Information

M : .
Mobile ] SIM card slot inuse: SIM 1

Diata connection state Zonnected

IMEI

(It

Sim card state

Signal strength

CellID

R3RP

RERG

SIMR

Cperator

Cperator state

Connection type

Bytes received *

Bytes sent™

BE04E1024350389

24601 2101426458

Ready

-88 dBm

2CEE31A

-118 dBm

-11 dBrn

-1.2dBm

OMMITEL LT

Registered thome)

4G (LTE}

39.9 KB (40832 bytes)

27.0KB (27674 bytes)

Mobile information:

- Field Name Sample Value Explanation

Data connection Connected Mobile data connection status

state
2. IMEI 860461024350889 Modem's IMEI (International Mobile Equipment Identity) number
3. IMSI 246012101426458 IMSI (International Mobile Subscriber Identity) is used to identify
the user in a cellular network
4.  SIM card state Ready Indicates the SIM card's state.g. PIN required, Not inserted, etc.
5. Signal strength  -88 dBm Received Signal Strength Indicator (RSSI). Signal's strength
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measured in dBm

6 Cell ID 2C86315 ID of operator cell that device is currently connected to
7. RSRP -119 dBm Indicates the Rerence Signal Received Power
8. RSRQ -11 dBm Indicates the Reference Signal Received Quality
9. SINR -1.2 dBm Indicates the Signal to Interference plus Noise Ratio
10. Operator OMNITEL LT Operator's name of the connected GSM network
11. Operator state Registered (home) GSM network's status
12. Connection type 4G (LTE) Indicates the GSM network's access technology
13. Bytes received 39.9 KB (40832 How many bytes were received via mobile data connection
bytes)
14. Bytes sent 27.0 KB (27674 Howmany bytes were sent via mobile data connection
bytes)
6.3.1.2 WAN

Display information about WAN connection.

Mobile WAN LAN Wireless OpenVPN VRRP Topology Access

WAN Information

WAN

Interface Wired

Type Static

IP address 192.168.99.69

WAN MAC 00:1E:42:00:00:01

Netmask 255.265.255.0

Gateway 192.168.99.254

DME 1 8.8.8.8

Connected 1h 45m 27s

Ports
[o) S—_— ©
( m i \
‘ WITENT SRR OECER TG |
|I I|

il

6= s 2

WAN information:

| | Field Name| Sample Value Explanation

1. Interface Wired Specifies through what medium the router is connecting to the inter
This careither be Wired, Mobile or \Wi.
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2. Type Static Specifies the type of connection. This can either be static or DHCP.
3. IP address 192.168.99.69 The IP address that the routers uses to connect the internet.

4. WAN MAC 00:1E:42:00:00:01 MAC (Media AccesControl) address used for communication in a Ethe
WAN (Wide Area Network)

5. Netmask*  255.255.255.0 Specifies a mask used to define how large the WAN network is

6. Gateway* 192.168.99.254 Indicates the default gateway, an address where traffic idest for the
internet is routed to.

7. DNS* 8.8.8.8 Domain name server(s).
8. Connected* 1h 45m 27s How long the connection has been successfully maintained.
*-These fields show up on other connection modes.
- Exclusively to other Modes with DHCP.

6.3.1.3 LAN

Display information about LAN connections.

Mobile =~ WAN | LAN | Wireless OpenVPN =~ VRRP  Topology  Access

LAN Information

LAN Information

Name IP address Netmask Ethernet MAC address Connected for

Lan 192.168.99.218 255.255.255.0 00:1E:42:00:00:00 1h 53m 56s

DHCP Leases

Hostname IP address LAN name MAC address Lease time remaining
? 192.168.99.120 Lan [4:85:64.65: 2B 04 10h11m 13s

Ports

LAN information:

- Field Name Sample Value | Explanation

Name LAN instance name

2. IP address 192.168.99.218 Address that the router uses on the LAN network.

3. Netmask 255.255.255.0 A mask used to dafe how large the LAN network is

4. Ethernet MAC 00:1E:42:00:00:0( MAC (Media Access Control) address used for communication in a Ett
address LAN (Local Area Network)

5. Connected for 1h 53m 56s How long LAN has been successfully maintained.

DHCR.eases

If you have enabled a DHCP server this field will show how many devices have received an IP address and
those IP addresses are.
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- Field Name | Sample Value Explanation

Hostname ? DHCP client's hostname
2. IP address 192.168.99.120 Each leas declaration includes a single IP address that has been leas
the client
3. LAN name Lan LAN instance name

4. MAC address D4:85:64:65:2B:D4 The MAC (Media Access Control) address of the network interfac
which the lease will be used. MAC is sfiedias a series of hexadecinm
octets separated by colons

5. Lease time 10h 11m 13s Remaining lease time for addresses handed out to clients
remaining

6.3.1.4 Wireless

Wireless can work in two modes, Access Poaint (AP) or Station (STA). AP is when the radlisldssused to
create an Access Point that other devices can connect to. STA is when the radio is used to connect to an Access Po
WAN.

6.3.1.4.1 Station

Display information about wireless connection (Station mode).
Mobile WAN LAN Wireless OpenVPN VRRP Topology Access

Wireless Information

Wireless Information
Channel 1(2.41 GHz)

Country code 00 (World)

Wireless Status

SSID Mode Encryption Wireless MAC Signal quality Bitrate
Teltonika_Router Station (STA) no encryption 00:1E:42:10:80:22 61% 43.3 MBit's
Teltonika_Router_Test Access Point (AF) no encryption 02:1E:42:00:11:03 79% 1.0 MBit's

Associated Stations

MAC Address Device Name Signal RX Rate TX Rate

00:1E:42:10:80:22 ? -67 dBm 1.0 Mbit/s, MCS 0, 20MHz 43.3 Mbit/s, MCS 10, 20MHz

Refresh s

Client mode information

| [FieldName | Sanple Value | Explanaion
1. Channel 1(2.41 GHz) The channel that the AP, to which the router is connected to, us
Your wireless radio is forced to work in this channel in order to
maintain the connection.

2. Country code 00 (World) Country code.
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3. SSD Teltonika_Router
4. Mode Station (STA)
5. Encryption no encryption

6. Wireless MAC 00:1E:42:10:80:22
7. Signal Quality 61%

8. Bitrate 43.3 MBit/s

6.3.1.4.2

Access Point

The SSID that the AP, to which the routers is connected to, use
Connection mode; Client indicates that the router is a client
some local AP.

The AP, to which the router is connedtto, dictates the type o
encryption.

The MAC address of the access points radio.

The quality between routers radio and some other device the
connecting to the router. Will show 0% if no desd are trying tc
connect or are currently maintaining a connection.

The physical maximum possible throughput that the routers re
can handle. Keep in mind that this value is cumulatiVhe bit rate
will be shared between theouter and other possible devices th
connect to the local AP.

Display information about wireless connection (Access Point mode).

Mobile WAN LAN Wireless OpenVPN

Wireless Information

Wireless Information

Channel 11 (2.46 GHz)

Country code 00 (Woarld)

Wireless Status
S5ID Mode

Teltonika_Fouter_Test Access Point (AP)

Associated Stations

MAC Address Device Name

FC:C2:DE:O1:36:A6 android-9aed2b2077a54c74

Wireless AP information

- Field Name | Sample Value Explanation

Channel 11 (2.46 GHz)

2. Country code 00(World)
Teltonika_Router_Test The SSID that is being broadcast. Other devices will see this and

3. SSID

VRRP Topology  Access

Encryption Wireless MAC Signal quality Bitrate
no encryption 00:1E:42:00:11:03 a0% 54.0 MBit's
Signal RX Rate TX Rate
-54 dBm 24.0 Mbit's, MCS 0, 20MHz 54.0 Mbit's, MCS 0, 20MHz
Refresh o

The channel whicks used to broadcast the SSID and to establish nt
connections to devices.

Country code.
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able to use to connect to your wiless network.

4. Mode Access Point (AP) Connection modeg Master indicates that you router is an acce
point.
5. Encryption No Encryption The type of encryption that the router will use to authentica

establish and maintain a connection.
6. WirelessMAC 00:1E:42:00:00:03 MAC address of your wireless radio.

7. Signal Quality 80% The quality between routers radio and some other device tha
connecting to the router. Will show 0% if no devices are trying
connect or are currently maintaining a corutien.

8. Bitrate 54.0 MBit/s The bit rate will be shared between all devices that connect to
routers wireless network.

Additional note: MBit/s indicates the bits not bytes. To get the throughput in bytes divide the bit value by 8, fc
e.g. 54MBitss would be 6.75MB/s (Mega Bytes per second).

6.3.1.5 Associated Stations

Outputs a list of all devices and their MAC addresses that are maintain a connection with your router right now.

This can either be the information of the Access Point that the router ineximg to in STA mode or a list of all
devices that are connecting to the router in AP mode:

- Field Name | Sample Value Explanation

MAC Address FC:C2:DE:91:36:A6 Associated station's MAC (Media Access Control) address
2. Device Name Android9aed2b207784c74 DHCP client's hostname
3. Signal -54dBm Received Signal Strength Indicator (RSSI). Signal's str
measured in dBm
4, RX Rate 24.0Mbit/s, MCS 0, 20MHz  The rate at which packets are received from associated statit
5. TX Rate 54 .0Mbit/s, MCS 0,0VIHz The rate at which packets are sent to associated station

6.3.1.6 OpenVPN Client

Display OpenVPN connection information on client side.

Mobile WAN LAN Wireless OpenVPN VRRP Topology Access

OpenVPN Information

Client_Client

OpenVPN

Enahled Yes

Status Caonnected
Type Client

P 10.0.0.2

hask 155.255255.255

Time Oh Om 13z

|| Field Name | Sample value | Explanaion |
1
2
3
4
5

Enabled Yes/No OpenVPN status

Status Connected Connection status

Type dient A type of OpenVPN instance that has been created
IP 10.0.0.2 Remote virtual network's IP address

Mask 255.255.255.255 Remote virtual network's subnet mask
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6. Time Oh Om 13s

6.3.1.7 OpenVPN Server

For how long the connection has been established

Digplay OpenVPN connection information on server side.

Mobile WAN LAN Wireless

OpenVPN Information

Server_Server

OpenVPN
Enabled
Status
Type

P

Mask

Time

Clients Information
Common Name

Testo01

6.3.1.8 Clients information

OpenVPN

VRRP Topology Access

‘es

Connected
Senver

10.0.01

255 266 355 265

Oh 6m 315

Real Address Virtual Address Connection Since

212.59.13 22652638 10.0.08 Thu May 05 2016 07:48:29
GMT+0200 (FLE Standard

Time)

|| Field Name [ sample vaue | Explanaton
1. Enabled Yes/No OpenVPN status
2. Status Connected Connection status
2. Type Server A type of OpenVPN instance that has been created
3. IP 10.0.0.1 Remote virtial network's IP address
4, Mask 255.255.255.255 Remote virtual network's subnet mask
5. Time Oh 3m 24s For how long the connection has been established

It will show information, when router is configured as OpenVPN TLS server.

|| Fidd Name Sample Value

1. Common Name Test001 Client connection

2. Real Address 212.59.13.225:552638 / f ASy (G Qa Lt | RRNX&aa |yR L}2NI
3. Virtual Address 10.0.0.6 Virtual address which has been given to a client

4. Connection Since Thu May 6 2016 Since when connection has been established

07:46:29 GMT + 0300
(FLE Standard Time)

6.3.1.9 VRRP
VRRP (Virtual Router Redundancy Protocol) for LAN
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Mobile WAN LAN Wireless

VRRP Information

VRRP LAN Status
Status

Virtual ip

Priority

Router

OpenVPHN VRRP Access

Topology

Enabled
192.168.1.253
100

Master

Refresh »

- Field Name Sample Value Explanation

Status Enabled
2. Virtual IP 192.168.1.253
3. Priority 100
4. Router** Master

VRRP status

Virtual IP address(S a 0
Protocol ) cluster

Router with highest priority value on the same VRRP (Virtual Rol
Redundancy Protocol) cluster will act as a master, rang@%5]
Connetion modec Master

FT2NJ [ bQa +twwt 0

** _.Exclusive to other Modes with Slave.

6.3.1.10 Topology

Network scanner allows you to quickly retrieve information about network devices When router is configured t
Fa 21!b

dzaS az2o0Af S

Mobile WAN LAN

Network Topology

Network Topology (MAP)

Scan LAN

Wireless

Scan WAN

AAAAA

OpenVPN VRRP Topology Access

Scan ALL

a

Internet Online

FUT950 LTE
19216811

LG LG

1f2 16 B 116
64:70:2:10:8D:. 2
TELTOHIK

1921681 232
FC:C2:DE:91:36:A6
android-
9aed2h2077a54c7 4

6.3.1.11 Access

Display information about local and remote active connedistatus.
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Mobile ~ WAN = LAN  Wireless OpenvPH = VRRP  Topology | Access
Access Status
Access infermation Last Connections
Local Access
Type Status Port Active Connections
55H Enabled 22 0(0008B)
HTTP Enabled 80 1(9.26KB)
HTTPS Enabled 443 0(0.008B)
Remote Access
Type Status Port Active Connections
SSH Disabled 22 0(000B)
HTTP Disabled 80 0(000B)
HTTPS Enahled 443 6(558.12KB)
Refresh &

|| Field Name Sample Value Explanation

SSH; HTTP; HTTPS
Disabled/Enabled

1.

2.
3.
4

Type

Status

Port

Active
Connections

22; 8; 443

0(0.00B);1(9.26 KB);

6(558.12 KB)

** _Exclusive to other Modes with Slave.

6.3.1.11.1Last Connections

Type of connection protocol

Connection status

Connection port used

Count of active connections and amount of data transmitted in KE

Displays information about local and remotetl@8onnectiors status

Access Status

Access Information

Last Connections

Last Local Connections

Tvpe

55H

HTTFP

HTTPS

Date

2016-03-03,13:40:58
2016-03-03,13:47:44
2016-03-09, 08:59:41

2016-03-09, 08:30:04
2016-03-09,13:52:08
2016-03-09, 08:2616

There are no Fecords vet.

Last Remote Connections

Type

S5H

HTTF

HTTPS

Date

2016-03-07, 07 57:61
2016-03-07, 02:41:46
2016-03-07, 08:41:55

2016-03-07, 07:56:06
2016-03-07, 076715
2016-03-09, 14:13:05

There are no records wetl

P Authentications Status
192168210 Succeeded
192168210 Succeeded
192.168.1.214 Succeeded
192168.1.214 Succeeded
192.168.1.214 Succeeded
192168.1.214 Succeeded

[ Authentications Status
2128813226 Succeeded
119167153187 Failed

MEAGT 183187 Failed

10.8.32.1 Succeeded
2125913226 Succeeded

10.8.32.1 Succeeded

|| Field Name Sample Value Explanation

SSH; HTTP; HTTPS
20160303, 13:40:59

1.

2.
3.
4

Type
Date
IP

Authenticatons

Status

192.168.2.10

Failed; Succeed

Type of connection protocol

Date and time of connection

IP address from which the connection was made
Status of authentication attempt
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6.4 Device information

The page displays factory information that was written into the device during manufacturing process.

Device Information

Device

Serial number

Product code

Batch number

Hardware revision

IMEI

IMSI

Ethernet LAN MAC address

Ethernet WAMN MAC address

Wireless MAC address

Modem

Model

FW version

06371010

RUT950141000

0004

0202

860461024515656

246027484257484

00:1E:42:00:1E1C

00:1E:42:00:1E1D

00:1E:42:00:1E1E

ME309u-521

12.631.07.01.00

- Field Name Sample Value Explanation

S| enfenf @ Coimfi=

= O 0

Serial number
Product code
Batch number
Hardware revision
IMEI

IMSI

Ethernet LAN MAC

Ethernet WAN
MAC

Wireless MAC
Model
FW version

02345678
RUT950101010
0222

0321
860461024164561
246020100070220
3E:83:6F:84:E1:A4

AE:F4:F3:5B:9D:CC

N/A
ME909521
11.235.07.00.00

Serial nmber of the device
Product code of the device

I 4§ OK ydzyoSNJ dza SR
Hardware revision of the device
Identification nunber of the internal modem
Subscriber identification number of the internal modem
MAC address of the Ethernet LAN ports
MAC address of the Ethernet WAsNIrt

RdzZNAyYy 3 RS¢

MAC address of the VWi interface
w2 dzi SNR & Y2RSY Y2RSt

w2dzi SNRa Y2RSY FTANNGI NBE OSNZ
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6.5 Services

The page displays usage of the available services.
Services

Services Status

YRERFP LAN Dizabled Restart DOMNS
QpenyPM serers Disahled Restart Site blocking
OpenyPH clients Disabled Restart Content blocker
SMMP agent Disahled Restart SMS utils rules
SMMP trap Disabled Restart Hotzpot

MTP client Enabled Restart Hotspot logging
IPsec Disahled Restart GRE tunnel
Fing reboot Disahled Restart [Wa}=s

32

Dizabled

Disabled

Dizabled

Enahled

Dizabled

Disabled

Dizabled

Disabled

Restart
Restart
Restart
Restart
Restart
Restart
Restart

Restart

Reftes &




6.6 Routes
The page didpys ARP table and active IP routes of the device.

6.6.1 ARP

Show the routers active ARP table. An ARP table contains recently cached MAC addresses of every imme
device that was communicating with the router.

ARP

IP Address MAC Address Interface

10.0.207.217 02:50:F3:00:00:00 eth2

192.168.99.17 00:25:22:D7:CA:AT brlan

192.168.99.36 38:2C:4A:64:2D:E5 bran

192.168.99.155 00:00:00:00:00:00 brlan
-

IP Adiress 192.168.99.17 Recently cashed IP addresses of every immediate device tha

communicating with the router

2. MAC Address 00:25:22:D7:CA:A7  Recently cached MAC addresses of every immediate device tha
communicating with the router

3. Interface br-lan Interface used for connection

6.6.2 Active IP-Routes

Show the routers routing table. The routing table indicates where a TCP/IP packet, with a specific IP addr:
should be directed to.

Active IP Routes
Network Target IP Gateway Metric
ppp 0.0.0.0/0 10.0.207.217 0
ppp 10.0.207.216/29 0.0.0.0 0
ppp 10.0.207.217 0.0.0.0 0
lan 192.168.99.0/24 0.0.0.0 0
I e
Network ppp Interfaceto be used to transmit TCP/IP packets through
2. Target 192.168.99.0/24 Indicates where a TCP/IP packet, with a specific IP address, ¢
be directed
3. |IP Gateway 0.0.0.0 Indicates through which gateway a TCP/IP packet should be dire
4. Metric 0 Metric number indicating interface priority of usage

6.6.3 Active IPv6 -Routes

Display active IPv6 routes for data packet transition.
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Active IPv6-Routes

Network Target IPv6_Gateway Metric

loopback 0:0:0:0:0:0:0:0/0 0:0:0:0:0:0:0:0/0 FFFFFFFF

loopback 0:0:0:0:0:0:0:0/0 0:0:0:0:0:0:0:0/0 FFFFFFFF

loopback 0:0:0:0:0:0:0:1 0:0:0:0:0:0:0:0/0 0000000D

PRpR FF00:0:0:0:0:0:0:0/8 0:0:0:0:0:0:0:0/0 00000100

loopback 0:0:0:0:0:0:0:0/0 0:0:0:0:0:0:0:0/0 FFFFFFFF

-
Network loopback Network interface used
2. Target 0:0:0:0:0:0:0:0/0 Indicates wherea TCP/IP packet, with a specific IP address, s
be directed

3. IPveGateway 0:0:0:0:0:0:0:0/0 Indicates through which gateway a TCP/IP packet should be dire
4. Metric FFFFFFFF Metric number indicating interface priority of usage
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6.7 Graphs

Reaitime graphs show how various statistical data changes over time.

6.7.1 Mobile Signal Strength

Displays mobile signal strength variation in time (measured in dBm)
Mobile Signal Load Traffic Wireless Connections

Mobile Signal Strength

(3 minutes window, 1 second interval)

Connection type: 3G (WCDMA) Signal: -72 dBm Average: -72.0 dBm Peak: -72 dBm
2G (GSM) 2G (GPRS) 2G (EDGE 3G (WCDMA 3G (HSDPA)
3G (HSUPA) 3G (HSPA 3G (HSPA+) 3G (DC-HSPA+) 4G (LTE)

| | Field Name Sample Value Explanation

1. Connection type 3G (WCDMA) Type of mobile connection ude
2. Signal -72 dBm Current signal strength value
3. Average -72.0 dBm Average signal strength value
4. Peak -72 dBm Peak signal strength value

6.7.2 Realtime Load

This trigraph illustrates average CPU load values in real time. The graph consists aeeafdlor coded graphs,
each one corresponding to the average CPU load over 1 (red), 5 (orange) and 15 (yellow) most recent minutes.
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Mobile Signal Load Traffic Wireless Connections

Realtime Load

(3 minutes window, 3 seconds interval)

1 Minute Load: 0.83 Average: 0.86 Peak: 1.50
5 Minutes Load: 0.66 Average: 0.66 Peak: 0.69
15 Minutes Load: 0.37 Average: 0.37 Peak: 0.37

- Field Name Sample Value Explanation

1/5/15 Minutes  0.83 Time interval for load averaging, colour of the diagra

Load
2. Average 0.86 Average CPU load value over time interval (1/5/15 Minute)
3. Peak 1.50 Peak CPU load value of the time interval

6.7.3 Realtime Traffic

This graph illustrates average system inbound and outbound traffic over the course of ~3 minutes; wach n
measurement is taken every 3 seconds. The graph consists out of two colors coded graphs (green graph show:
outbound traffic, blue graph shows inbound traffic). Although not graphed, the page also displays peak loads ¢
average of inbound and outbodrtraffic.
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Mobile Signal

Bridge | LAN

Realtime Traffic

Load Traffic Wireless Connections

WAN (Wired) Mobile WiFi

Inbound: 3.85 Kbits/s Average: 4.38 Kbits/s Peak: 22.28 Kbits/s
(0.48 KBytes/s) (0.61 KBytes/s) (2.75 KBytes/s)
Qutbound: 0.73 Kbits/s Average: 9.33 Kbits/s Peak: 287.74 Kbits/s
(0.05 KBytes/s) (1.17 KBytes/s) (35.97 KBytes/s)

(3 minutes window, 3 seconds interval)

- Field Name Explanation

Bridge
2. LAN
3. WAN (Wired)
4. Mobile

5. Wi-Fi

Cumulative graph, which encompasses wired Ethernet LAN and the wireless network.
Graphs the total traffic that passes through both LAN network interfaces.

Graphs the amount of traffivhich passed through the current active WAN connection.
Graphs the amount of traffic which passed through the mobile network connection.

Shows the amount of traffic that has been sent and received through the wireless radio.
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6.7.4 Realtime Wireless

Display the wireless radio signal, signal noise and theoretical maximum channel permeability. Average and p
signal levels are displayed.

Wireless
Realtime Wireless
Teltonika_Router AP
3m 2m 1m
-43 dBm
-62 dBm
-81 dBm
(3 minute s window, 3 seconds interval)
Signal: 46 dBm (SNR 49 dBm) Average: -45dBm (SNR 49 dBm) Peak: -31 dBm (SNR 64 dBm)
Noise: -95dBm Average: -95dBm Peak: -95dBm
3m
0 MBit/s
0 MBit/s
0 MBit/s
(3 minute s window, 3 seconds interval)
Phy Rate: 1 MBit/s Average: 1 MBit/s Peak: 1 MBit/s
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6.7.5 Realtime Connections

Displays currently active network connections with the information about netwgrotocol, source and
destination addresses, transfer speed.

Mobile Signal | Load | Traffic ‘ Wireless Im
Realtime Connections
This page gives you an overview of cumently active network connections.
Active Connections
Im 2m lm
1
1
{2 minuies window, 3 seconds intenval)
upp: 2 Average: 2 Peak: 2
TCP: 1 Average: 1 Peak: 2
Other: 1 Average: 1 Peak: 1
Network Protocol Source Destination Transfer
P4 UDP 182.168.80.35:137 182, 168.60.265: 137 263.35 KB (3326 Pkis.)
IPV4 TGP 182. 168.00. 3540042 182 168.80.120:50 110.60 KB (518 Pkis.)
P4 UDP 102.168.00.105: 137 102, 188.00.265: 137 43.27 KB (568 Phis.)
IPV4 UNKMOWN 0.0.0.0:0 224.0.0.1:0 2.34 KB (75 Pkts.)
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6.8 Mobile Traffic

Displays mobile connection data sent and received in KB of this day, week, Month.
Today Current Week Current Month Total Configuration

Daily Data Usage

sim1 sim2 Both

Delete data

Today's usage * : 5.08 KB Sent*: 2.13KB Received *: 2.95 KB

By default mobile traffic usage logging is disabled. To use this functionality is neesteable it.

(.&TEL TONIKA Status - Network - Services System

Today Current Week Current Month Total Configuration

Mobile Traffic Usage Logging
Enable [

Interval between records (sec) 60

Save

- Field Name Sample Value Explanation

Enable Enable/Disable Make a functionality active/inactive
2. Interval between 60 The interval between logging records (minimum 60 sec)
records (sec)
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6.9 Events Log

Event log displays such acticms login, reboot, firmware flashing and reset.

6.9.1 All Events

Display all router events, their types and time of occurrence.

D+

31815

31805

31795

31785

31778

31765

31755

31745

31735

31728

All Events System Events
Events Log
Events Log

Events perpage 10 ¥

Date *

2015-05-11, 16:11:47

2015-05-11, 16:09:29

2015-05-11, 16:05:13

2015-05-11, 16:02:39

2015-05-11, 16:02:39

2015-05-11, 16:02:38

2015-05-11, 16:02:37

2015-05-11, 16:02:36

2015-05-11, 16:02:36

2015-05-11, 16:02:35

Showing 1 to 10 of 1912 entries

Event type +

Contig

Port

Port

DHCP

Port.

DHCP

DHCP

DHCP

DHCP

DHCP

Event #

Firewall configuration has been changed

Wired WAN connection operational

Wired WAN connection non operational

Leased 192.168.1.232 IP address for client FC:C2.DE 91:36.A6 -

‘Wired WAN connection operational

Leased 192 168.1 232 IP address for client FC:C2.DE 91:36 A6 -

Leased 192 168.1.232 IF address for client FC:C2 . DE 91:36:A6 -

Leased 192 168.1 232 IP address for client FC:C2:DE:91:36:A6 -

Leased 192 168.1.232 IP address for client FC:C2:DE91:36:A6 -

Leased 192.168.1.232 IP address for client FC:C2.DE 91:36.A6 -
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Network Events Events Reporting Reporting Configuration

Search

android-9aed2b2077a54c74 in WiFi

android-9aed2b2077a54c74 in WIiFi

android-9aed2b2077a54c74 in WiFi

android-9aed2b2077a54c74 in WiFi

android-9aed2b2077a54c74 in WIFi

android-9aed2b2077ad4c74 in WIFi

Mext »=




6.9.2 System Events

Display all system events, their type and time of occurrence. Events include authentication or reboot reques
incoming and outgoing SMS and calls, Mails, Configuration changes, DHCP events.

System Log
All Authentication Reboot sMs/Call Mail Configuration DHCP
Events Log
Events per page 10w Search
1D+ Date ¢ Eventtype ¢+ Event ¢+
1040 Z2016-03-10, 08:53:01 YWk L Authentication was succesful from HTTR LARN 192 1658.1.214
1039 2016-03-10, 05:45:47 Config Firewsall configuration has been changed
1038 2016-03-09, 093529 DHCP Leazsed 1921681 214 IP address for client O0: 1125 A2 A0 FA - user in LAN
1037 2016-03-09, 093527 DHCF Leased 192.168.1.214 IP address for client 00:11:25: 82 A0:7A - user in LAMN
1036 2016-03-09, 09:35:24 Fort Wired WAN connection operational
1035 2016-03-09, 0903425 Config Hot=pat configuration has been changed
1034 2016-03-03, 093418 DHCP Leased 192.168.1.214 IP address for client 00:11:25:A2:A0:7A - user in LAN
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6.9.3 Network Events

Display information about recent network events like connection status change, lease status

type or operator change.

Connections Log

Connections Log

Events perpage 10 ¥

1D+ Date #

312 2015-05-11 15:48:49
311 2015-05-11 15:48:43
310 2015-05-11 15:48:37
309 2015-05-11 15:48:31
308 2015-05-11 15:36:56
307 2015-05-11 15:36:55
306 2015-05-11 15:30:32
305 2015-05-11 15:30:26
304 2015-05-11 15:19:58

303 2015-05-11 15:19:52

Showing 1 to 10 of 312 entries

All Events System Events

All Wireless Mobile Data

Network Events Events Reporting Reporting Configuration

Network Type Network Operator

Action +

WIFi

WIFi

WIFi

WiFi

WiFi

WiFi

WiFi

WiFi

WiFi

WiFi

Search

Result +

WiFi client connected: FC:.C2:DE:91:36:A6 android-9aed2b2077a54c74

WiFi client disconnected: FC:C2:DE:91:36:A6 android-9aed2b2077a54c74

WiFi client connected: FC:.C2:DE:91:36:A6 android-9aed2b2077a54c74

WiFi client disconnected: 20:34:47:41:4B:45

WiFi client connected: 20:34:47:41:4B:45

WiFi client disconnected: 00:1E:42:10:80:22

WiFi client connected: 00:1E:42:10:80:22

WiFi client disconnected: 00:1E:42:10:80:22

WiFi client connected: 00:1E:42:10:80:22

WiFi client disconnected: FC:C2:DE:91:36:A6 android-9aed2b2077a54c74

Mext ==
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6.9.4 Events Reporting

Allowto view, enable/disable or modify created rules for events reporting.
All Events System Events Network Events Events Reporting Reporting Configuration
Events Reporting

Create rules for events reporting.

Events Reporting Rules

Event type Event subtype Action Enable Sort

FW upgrade From file Send SMS v + ¥ Edit Delete
MNew DHCP client Connected from LAN Send SMS 7 * e Edit Delete
Config change All Send SMS + % Edit Delete

* All rules are executed in current list order.

Events Reporting Configuration

Event type Event subtype Action

Config change ¥ All Y SendSMS ¥ Add

6.9.4.1 Events Reporting Configuration

Allow to review created rules details and modify them, so after event occurrence, messages or emails are sen
specified address or phone numbers wiitifiormation about the event.

Event Reporting Configuration
Modify Event Reporting Rule
Enable []
Eventtype = Reboot ~
Event subtype | After unexpected shutdown %
Event subtype | All v
Action | Send SMS v

Enahle delivery ratry ]

Message text on Event . Time stamp - %t Fouter name - %rn
’ Router name - %rm; Serisl number - %sn VAN MAC cess - Swm
Event type - %et; Event L&k MAC address - %im Curren P version - %fc
~ T _ | Connection state - 9acs Operator name - %aon

text- %ex; Time stamp Connection type - %ct Signal strength - %ss

%t SIM =lat in uze - %au IME1 - %im
Event type - et Ewent text - Sex
P avalable on server - %fs LAMIP - %l
Metwork state - S6ns VAN IP acdoress: - St

ey line - 3&nl

Get status after reboot [

Recipient's phone number
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- Field Name Sample Value Explanation

Enable Enable/Disable Make a rule active/inactive
2. Event type Reboot Select event type about which occurrence information will be ser
3. Eventsubtype  After unexpected shut Specify event subtype to activate the rule
down
4. Eventsubtype  All/Loaded Event subtype for which the rule is applied
5. Action Send SMS Action to perform when an event occurs
6. Enable delivery Enable/Disable Enables to send SMS again if firstttysend SMS was unsuccessfL
retry
7. Message text on Router name %rn; Message text on specific event
Event Event type- %et; Event
text - %ex; Time stamp
- O%ts;
8 Get status after Enable/Disable Receive router status information after reboot
reboot
9. RSOA LI Sy +123456789 For whom you want to send a SMS

phone number

6.9.5 Reporting Configuration

Displays configured services for event reporting, allows enabling, disabling, viewing and modifying parameters.

All Events System Events Network Events Events Reporting Reporting Configuration

Events Log Files Report
Create rules for Events Log reporting.

Events Log Report Rules

Events log Transfer type Enable Sort
System Email 7 s Edit Delete
IMetwork FTP 7 + s Edit Delete

*All riles are executed in current list order.

Events Log Reportng Configuradgon:

Events log Transfer type

System ¥ Email Add
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6.9.5.1 Events Log Report Configuration

Allow to chame the configuration of periodic events reporting to email or FTP.

FTP:

All Events System Events

Network Events

Events Reporting

Events Log Report Configuration

Modify events log file report rule
Enable
Ewvents log
Transfer type
Compress file

Host

w

User name

Password

Interval hetween reports

Weekday

Hour

Ld

System ¥

FTP v

td

192168123123

Username

Week

Monday v

12 -

Reporting Configuration

| | Field Name | Sample Value | Explanation

Enable/Disable Make a rule active/inactive

Events log for which the rule is applied
Eventdog file transfer type: Email/FTP

6. User name

7. Password

8. Interval
between
reports

9. Weekday

10. Hour

Email:

1. Enable

2. Eventslog System

3. Transfertype FTP

4. Compress file Enable

5. Host 192.168.123.12: FTP

Username

pasword

Week

Monday
12

Enable/disable compress events log file using gzip

(File Transfer Protocol) host name, efip.exemple.com
192.168.123.123Allowed characters {2A-Z09!@#$%"\&*+/=?_{|}~.)
User name for authentication on SMTP (Simple Mail Transfer Protoci
FTP (File Transfer Protocol) server. Allowed -characterz-A{a0
AN@H#SUNE&*+/=?_{|}~.)

Password for authentication on SMTP (Simple Mail Transfer Protocol) ¢
(File Transfer Protocol) server. Allowed characterz-AaZ09! @#$%"&*+
1=?_{l}~.)

Send report every selected time interval

Day of the week to get events log report
Hour of the day to get events log report
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ftp://ftp.exemple.com/

Modify events log file report rule

Enahle

Events log

Transfer type
Compress file

Subject

Message

SMTF server

SMTF =erver port
Secure connection
User name

Fassword

Sender's email address
Recipient's email address

Interval hetween repaorts

O

System W

Email »

O

Subject

Yourbessage
smitp.gmail.com

25

O

User

[TTTTTTY Lax
sendersemaili@example
recipientemaili@example

Week W

Weekday  Sunday hd

Hour

- Field Name | Sample Value Explanation

cO| S enfenfspea o=

10.

11.

12.

13.

14.

15.
16.

Enable
Events log
Transfer type
Compress file
Subject
Message
SMTP server
SMTP server
port

Secure
connection

User name
Password

{ SYRSNHM
address
wSOA LR &
email address
Interval
between
reboots
Weekday
Hour

Enable/Disable
System

Email

Enable

Subject
YourMessage
smtp.gmail.com
25

Enable/Disable

User

sendersemail@example.con

recipientemail@example.cor

Week

Sunday
1

Make a rule active/inactive

Event log for which the rule iapplied

Events log file transfer type: Email/FTP
Enable/disable compress events log file using gzip
Subject of an email

Message to send in email

SMTP (Simple Mail Transfer Protocol) server address
SMTP (Simple Mail Transfer Protocol) server port

Enables/disables secure connection. Use only if server sup
SSL or TLS

User name for authentication on SMTP (Simple Mail Trar
Protocol)

User password for authentication on SMTP (Simple |
Transfer Protocol)

An address that will be used to send your email from. Alloy
characters (zAZ09. %-+)

For whom you want to send an email to. Allowed character:
ZAZ09. %+)

Send report every select time interval

Day of the week to get events log report
Hour ofthe day to get events log report
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7 Network

7.1 Mobhile

7.1.1 General

7.1.1.1 Mobile configuration

Here you can configure mobile settings which are used when connecting to your local 3G/LTE network.

SIM 1

Maobile Configuration

SIm 2

Connectiontype  WDIS %
Mode | MAT ™
AP APR
PIM nurmber | 1234
Dialing number 998
Authentication method | Mone  w
Serice mode | 4G (LTE) preferred  +

Deny data roaming []

Use [Pvd only []

- Field Name | Sample value Explanation

PPP / NDIS

Connection
type

2. Mode

3. APN

4. PIN number

5. Dialing
number

6. Authentication
method

7. Username

8. Password

NAT / Passthrough / Us

bridge

alt bé
GMHONMNE 2 NJ
that falls between 0000
and 9999

*99***1#

CHAP, PAP or none
Gdza SNY I YS§
GLI aag2NRE

PPP mde uses dialling number to establish data connection.
NDIS mode (default) does not use dialling and PPP protocol to
establish data connection it is usually faster than PPP mode.
NAT mode enables network address tration on router. Bridge
mode bridges LTE data connection with LAN. In this mode the r
does not have internet connection as ISP provides IP directly tc
device (PC, tablet or smart phone).Using Bridge mode will dis
most of the router capabiliis and you can access your route
settings only by using static IP address on your end de
Passthrough mode is similar with bridge mode except tha
passthrough mode router does have internet connection.
Access Point Nam@APN) is aonfigurable network identifier use
by a mobile device when connecting to a GSM carrier.
A personal identification numberis a secret numeric passwol
shared between a user and a systethat can be used ftc
authenticate the user to the system.
Dialling number is used to establish a mobile PPP (f@iRbint
Protocol) connection.
Authentication method, which your caeti uses to authenticate ney
connections. (This selection is unavailable on the alternate mode
Your username that you would use to connect to your carr
network. This field becomes available when you select
authenticationmeK2 R 0 A ®S® I dzi KSy G A OF i
These fields are always enabled on the alternate model.
Your password that you would use to connect to your carr
network. This field becomes available when you select
authentical A 2y YSGK2R O6A PSP | dziKSy
These fields are always enabled on the alternate model.
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9. Service mode 2G only, 2G preferred, Your network preference. If yolocal mobile network supports 2C
3G only, 3G preferred, 3G and 4G (LTE) you can specify to which network you wit
4G (LTE) only, 4G (LTE connect. E.g.: if you choose 2G, the router will connect to &
preferred or automatic. network, so long as it is available, otherwise it will connect t

network that provides betterconnectivity. If you select auto, the
the router will connect to the network that provides bett

connectivity.
10. Deny data Enable/Disable If enabled this function prevents the device from establishing ma
roaming data connection while not in homeetwork.
11. Use IPv4 only Enable / Disable If enabled this function makes the device to use only IPv4 set

when connecting to operator.

Warning: If an invalid PIN number was entered (i.e. the entered PIN does not match the one that was used
protect the SIM card), your SIM card will get blocked. To avoid such mishaps it is highly advised to use an unprote

{Lad® LT &2dz KFLIISY (2 AyaSNI | LINRPBGSOGSR {La IyR G(K!
although after a cople of reboots OR configuration saves it will.

7.1.1.1.1 Passthrough mode

Mode | Passthrough B
APN | bangapro
PIN number | 1525
Dialing number | "99#
Authentication msthod | None E|
Service mode | Automatic E|
Deny data roaming [
Use IPvd enly [
DHCP mode | Static E|
MAC Address
Lease time | 12 Hours E|

Using Passthrough Mode will disable most of the router capabilities!

DHCP mode: Static

Enter your computer MAC address (xx:xx:xx:xx:xx:xx) to MAC Address field and select Lease tintien@kmire
lease addresses). Device, which MAC address will be entered, will get IP from GSM operator. Other connected devic
the router LAN will get IP from router DHCP server, but these devices will not have internet access.

DHCP mode: Dynamic

Using rnamic mode, device will get IP from GSM operator , which connect to the router firstly. Using
Passthrough in dynamic mode, the DHCP in LAN will be disabled.

DHCP mode: No DHCP

Using no DHCP mode, IP (also subnet, gateway and DNS) from GSM operatdreseatdded in device, which is
connected to the router LAN, manually. Using Passthrough in no DHCP mode, the DHCP in LAN will be disabled.
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7.1.1.2 Mobile Data On Demand

Mobile Data On Demand

Enable []

Mo data tirmeout (sec) 10

|| Field name | Possible values| Explanation

1. Enable Enable/Disable Mobile Data On Demand furioh enables you to keep mobile data connecti
on only when it's in use
2. No data 1-99999999 A mobile data connection will be terminated if no data is transferred during
timeout(sec) timeout period

7.1.1.3 Force LTE network

Force LTE network
Enable []
Reregister [

Interval (secy 300

Sava

Field name | Possible Expanation
values

1. Enable Enable/Disable Enable/disable try to connect to LTE network every x seconds (used c
service mode is set to 4G (LTE) preferred)

2. Reregister Enable/Disable If this enabled, modem will be reregister before try to connect to L T&ark
3. Interval (sec) 180-3600 Time in seconds between tries to connect to LTE network. Range3glHY)
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7.1.2 SIMManagement

SIM Switching

Primary Card

SIM Switching

Enahle automatic switching [

Checkinterval | 4
SIM1 To SIM2 SIM2 To SIM1

Onweak signal [
On data limit [
on sms limit [
Onroaming [
Mo neteark []

on netwark denied [

On data connection fail [

General SIM Management Network Operators Mobile Data Limit SIM Idle Protection

Prirary SIM card | SIM T 1w

- Possible values | Explanation

2.

w

Primary SIMcard SIM1/SIM 2
Enable automatic Enable/Disable

switching

Check interval 1-3600

On weak signal Enable/Dishle
On data limit* Enable/Disable
On SMS Ilimit* Enable/Disable
On roaming Enable/Disable
No network Enable/Disable

On network denied Enalbe/Disable

On data connectior Enable/Disable
fail

SIM card that will be used in the system as a prin&liM card

Automatically switch between primary and secondary SIM ci
based on the various rules and criterions defined below

Check interval in seconds

Perform a SIM card switch when a signal's strength drops bels
certain threshold

Perform a SIM card switch when mobile data limit for your cur
SIM card is exceeded

Perform a SIMard switch when SMS limit for your current SIM ci
is exceeded

Perform a SIM card switch when roaming is detected
Perform a SIM card switch when no operator is detected
Perform a SIM card switch when network is denied
Perform a SIM card switch when data connection fails

* Your carrier's data usage accounting may differ. Teltonika is not liable should any accdistiegancies occur.
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7.1.3 Network Operators

7.1.3.1 Network Operators
This function lets you Scan, Select and enter manual Network Operator to which router should connect. Funct
will provide great utility when router is in Roaming conditions. Operator is selectgdanthe active SIM card. In order
G2 aLISOATE 2LISNIG2NI F2NJ G6KS 20KSNJ {La OFNR Al Ydzad 1

Netwaork Operators Operators List

Network Operators

Current SIM
SIn card in use S 1
Current operator COMMITEL LT

Scan For Network Operators

SIM 1 SIM 2

Scan for operatars Connection mode © | Auto w Select

| | Field Name Sample Value Explanation

1. SIMcardinuse SIM1/SIM?2 {K2ga Odz2NNByid {La OFNRQa Ay d
2. Curent operator OMNITEL LT Operator's name of the connected GSM network

Note:l T SNJ Of AO1 Ay 3 { OYoy wilFl@&séldurgeht)BdhllecehneEtiGRor @himiging nétwork operator
status have to be available. There is manual connection to éflvo 2 LISNJ 02 NE &2dz KI @S (2
have to be available.

7.1.3.2 Operator List
CKAA FTdzy OlAazy fSGa G2 ONBIGS ¢gKAGS fAradkofl O1 fAa



Netwaork Operators Operators List

Operators list

Settings
Enahble []
Mode  Wihite list »
Operators List
Name Operator code Sort
TeleZ LT 24603 . s Delete

Add

- Possible values | Explanation

2.

3.
4.

Enable Enable/Disable Enable/dsable operators blocking

Mode White list/Black list White list- allows every operator on the list and blocks everything else.
Black list; block every operator on the list and allow everything else

Name Tele2 LT hLISNI §2NRa yIYS

Operator code 24603 hLISNI §2NRa O2RS

7.1.4 Mobile Data Limit

This function lets you limit maximum amount of data transferred on WAN interface in order to minimiz

unwanted traffic costs.

7.1.4.1 Data Connection Limit Configuration

General SIM Management Network Operators Mobile Data Limit SIM Idle Protection

Mobile Data Limit Configuration

SIM1 SIM2

Data Connection Limit Configuration

Enable data connection limit [«
Data limit* (MB) | 200
Period = Month ¥

Startday 1 v

- Field Name Sample value Explanation

w

Enable data Enable/Disable Disables mobile data when a limit for current period is reach
connection limit

Datalimit* (MB) 200 Disable mobile data after limit value in MB is reached
Period Month/Week/Day Period for which mobile data limiting should apply

Start day/ Start hour 1 A starting time for mobile data limiting period

* Your carrier's data usage accounting may differltonika is not liable should any accounting discrepancies occur.
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7.1.4.2 SMS Warning Configuration

SMS Warning Configuration
Enakle SMS warning
Data lirmit* (B | 300
Feriod | Month s
Startday 1w

Phone number | +37012345678

- Field Name Sample value

Enable SMS warninc Enable/Disable Enables sending of warning SMS message when mobile data lin
current period is reached
2. Data limit* (MB) 300 Send warning SMS message after limit value in MB is reached
3. Period Month/Week/Day Periad for which mobile data limiting should apply
4. Start day/ Start hour 1 A starting time for mobile data limiting period
5. Phone number +37012345678 A phone number to send warning SMS message to,
+37012345678

* Your carrier's data usage accounting may differ. Teltonika is not liable should any accounting discrepancies occur.

7.1.5 SIM Idle protection

Some operators blockser SIM cards after period of inactivity. This function enables router to periodically switcl
to secondary SIM card and establish data connection with mobile network in order to prevent SIM card blocking.

7.1.5.1 Settings

SIM Idle Protection Configuration
SIMT | SIMZ

Enable []
Ferind | Week v
Day | Monday hd
Hour | 1 »
Minute 0w
Hostto ping | B.68.8.8
Ping package size 56

Ping requests | 2

- Field Name Sample value Explanation

Enable Enable/Disable Enables SIM idle protection
2. Period Month / Week Switches between monthly and weekly SIM activation periods
3. Day 1-31 / Monday- Specifies the day for SIM idle protection activatior31lif Period is
Sunday Month, and Mondg ¢ Sunday if period is week.
4. Hour 1-24 Specifies the hour for SIM idle protection activation
5. Minute 1-60 Specifies the minute for SIM idle protection activation
6. Host to ping 8.8.8.8 Specifies IP address or domain name to send data packages to
7. Ping package 56 Specifies ping Package size in bytes
size
8. Pingrequests 2 Specifies requests to be sent
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7.1.5.2 Test

Tests the functioning of idle protection with your parameters entered at settings tab.

General

Settings

Test

SIM

SIM1

SIM2

SIM Management Network Operators

Test

SIM Idle Protection Test

SIM state Host ip
0K (inserted) 8.8.8.8
Mot inserted MNFA

Mobile Data Limit

Ping

Success

N/A

SIM Idle Protection

[ F|eld Name Sample value Explanation

1.

2.
3.
4

SIM state
Host IP
Ping

7.2 WAN

SM1/ SIM2 Displays SIM number

OK (inserted) Displays status of the SIM card
8.8.8.8 Displays the IP of the Host
Success Displays status of ping attempt

7.2.1 Operation Mode

Your WAN configuration determines how the routeitl be connecting to the internet.

WAN

Your WAk configuration determines how the router will he connecting to the internet.

Operation Mode

Main WAN Backup Wuak v Interface Name Protocol IP Adidress Sort

LUNO)] tabile (ARAN) DHCF 1013238224 Edit
(] O Wired (WANZ) DHCP ° + s Edit
(@] O WIFT (VAN 3) DHCP - + 4 Edit

Save

- Explanation

2.

o

Main WAN

Backup
WAN/Load
balancing
Interface Name

Protocol
IP Address
Sort

Switches between Mobile, Wired and ‘i interface for main WAN

[ SGQa dzaSNJ (12 aStSO0 2yS 2N G2 AYyaGSNFI C

Displays WAN ietface name, and changes interface priority, the interface at the table tog
the highest priority

Displays protocol used by WAN interface
Displays IP address acquired by specific interface
Sorts table rows and changénterface priority, the highest interface has highest priority
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7.2.2 Common configuration

Common configuration allows you to configure your TCP/IP settings for the wan network.

Common Configuration

General Setup Advanced Settings

Protocol @ DHCP (w

Really switch protocal ? Switch protocol

You can switch between the Static, DHCP or PPPoE protocol by selecting thoelptedd you want to use and
then pressindgswitch Protocol.

7.2.2.1 General Setup
7.2.2.1.1 Static:

Common Configuration

General Setup Advanced Settings

Protocol | Static s
IPvd address 19216899162
IPvd netmask | 25525852550
IPvd gateseay 192168399254
IPvd hroadeast | 192.168.99.245

Use custormn OME servers | 5.8.8.8 [=]

5.8.6.6 =

This is the configuration setup for when you select the static protocol.

__[Filedname ] Sample_____| Explanation

1. IPv4 address 192.168.99.162 Your routers address on the WAN netrik

2. |Pv4 netmask 255.255.255.0 ! Yl &l dzaSR (G2 RSTAYyS K2g afl

3. IPv4 gateway 192.168.99.254 Address where the router will send all the outgoing traffic

4. |Pv4 broadcast 192.168.99.255 Broadcast address (auto generated if net)slt is best to leave thi

blank unless you know what you are doing.

5. Use custom DNS 8.8.8.8 Usually’ trle gateway ha}s some predefined DNS servers. As suc

servers NB dzi SNE 6KSy A i ){Séﬁé G2 NBa
8.8.6.6 Ag9oodaRYWESE SUOX0 02 Fy Lt I RR

requests to the gateway. By entering custom DNS servers the r
will take care of host name resolution. You can enter multiple |
servers to provide redundancy in case the one of the serve: fail
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7.2.2.1.2 DHCP:

Common Configuration

General Setup Advanced Settings

Protocol @ DHCP w

Hostname to send when reguesting DHCP

When you select the DHCP protocol you can use it as is, because most networks will not require any additic
advanced configuration.

7.2.2.1.3 PPPoE

This protocol is mainly used by DSL providers:

Common Configuration

General Setup Advanced Settings

Protocol | PPPOE
PAPICHAP username | test
FARICHAR passward | eess o
Access Concentrator

Service Mame

This is the configuration setup for when you select¢Pprotocol.

- Explanation

PAP/CHAP username test Your username and password that you would use to connect to
carriers network.
2. PAP/CHAP password your password ! Y|l &1 dzaSR G2 RSTAYS K2g afl
3. Access @ncentrator  auto Specifies the name of access concentrator. Leave empty to
detect.
4. Service Name auto Specifies the name of the service. Leave empty to auto detect.

7.2.2.2 Advanced

These are the advanced settings for each of the protocols, if you anereiof how to alter these attributes it is
highly recommended to leave them to a trained professional:
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7.2.2.2.1 Static

Common Configuration

General Setup Advanced Settings

Disable NAT
Override MAC address
Override MTU

Use gateway metric

- Sample value | Explanation

2

Disable NAT On/Off
Override MAC address 86:48:71:B7:E9:E4

Override MTU 1500

Use gateway metric 0

7.2.2.2.2 DHCP

Common Configuration

Genetral Setup Advanced Settings

Disable NAT
Use broadcast flag

Use default gateway (v

Use DNS servers advertised by peer v«
Use gateway metric
Client 1D to send when requesting DHCP
Vendor Class to send when requesting DHCP
Override MAC address

Override MTU

Toggle NAT on and off.

Override MAC addsss of the WAN interface. If your ISP gives
a static IP address it might also bind it to your computers N
address (i.e. that IP will only work with your computer). In |
field you can enter your computers MAC address and fool
gateway in thinkinghat it is communicating with your computel
Maximum Transmission Unit specifies the largest possible si
of a data packet.

The WAN configuration by default generates a routing te
entry. With this fieldyou can alter the metric of that entry.

- Sample value | Explanation

w

Disable NAT Enable/Disable
Use broadcast flag Enable/Disable
Use default gateway Enable/Disable
Use DNS server Enable/Disable

advertised by peer
User gateway metric 0

Client ID to send when

If checked, router will not perform NAT (masquerade) on
interface

Required for certain ISPs, e@harter with DOCSIS 3
If unchecked, no default route is configured
If unchecked, the advertised DNS server addresses are ignor:

The WANconfiguration by default generates a routing table en
With this field you can alter the metric of that entry
Specify client ID which will be sent when requesting DI
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requesting DHCP (Dynamic Host Configuration Protocol)

7. Vendor Class to send Specify vendor class which be sent when requesting C
when requesting DHCP (Dynamic Host Configuration Protocol)

8. Override MAC address 86:48:71:B7:E9:E4 Override MAC address of the WAN interface. If your ISP give

a static IPaddress it might also bind it to your computers M.

address (i.e. that IP will only work with your computer). In 1

field you can enter your computers MAC address and fool

gateway in thinking that it is communicating with your comput

9. OverrideMTU 1500 Maximum transmission ung specifies the largest possible size
a data packet.

7.2.2.2.3 PPPoE

Common Configuration

General Setup Advanced Settings

Disable NAT
Use default gateway v
Use gateway metric
Use DNS servers advertised by peer |«
LCP echo failure threshold
LCP echo interval

Inactivity timeout

- Sample value | Explanation

Disable NAT Enable/Disable If checked, router will not perform NAT (masquerade) on
interface
2 Use defaulgateway Enable/Disable If unchecked, no default route is configured
3. Use gateway metric 0
4. Use DNS servers Enable/Disable If unchecked, the advertised DNS server addresses are ignor
advertised by peer
5. LCP echo failure 0 Presume peeto be dead after given amount of LCP echo failu
threshold use 0 to ignore failures
6. LCP echo interval 5 Send LCP echo requests at the given interval in seconds,
effective in conjunction with failure threshold
7. Inactivity timeout 0 Close inactive conm#ion after the given amount of seconds, u

0 to persist connection

7.2.2.2.4 IP Aliases

IP aliases are a way of defining or reaching a subnet that works in the same space as the regular network.
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General Setup Advanced Settings

IP Address | 192.168.99.161
Metmask = 255.255.255.0 ¥

Gateway 192 .168.99.254
Delete

Add

Save

As you can see, the configuration is very similar to the stattopol; only in the example a 99th subnet is
RSFTAYSR® b2¢g AT a2YS RSOAOS KIFLa Fy Lt Ay GKS dd & dzo
0KS RSGAOS Aa GNRBAY3a G2 NBIFOK (KS Ay ihétNsydsfined k icommdnt €
configurations but through the one that is specified in IP aliases.

General Setup Advanced Settings

IF Broadcast
DMNS Semver

Delete

Add

Save

You may also optionally define a broadcast address and a custom DNS server.
7.2.2.2.5 Backup WAN configuration

Backup WAN is function that allows you to back up your amnzonnection in case it goes down. There can be
two backup connections selected at the same time, in that case, when primary connection fails, router tries to u
backup with higher priority and if that is unavailable or fails too, then router trieb#ukup with lower priority.

Backup Configuration

Timing and other parameters will indicate how and when itwill he determined thatyour conventional connection has gone down.

Health monitor interval | 10 5ec.
Health maonitor ICMP hostis)  8.8.4.4 hd
Health manitor ICMP timeout | 3 sec.

Attemnpts befare failover | 3 (%

Atternpts before recovery | 3 (W

The majority of the options consist of timing and other important parameters that help determine the health o
your primary connection. Regular health checks are constantly performed in the form of ICMP packets (Pings) on
primary connection. When the connections state starts to change (REANDY READY and vice versa) a necessary
amount of failed or passed health checks has to be reached before the state changes completely. This delay is instit
az la G2 Yakel Mk 0682 yayaS VAR Y + GF At oAt AGeY odzi AG | a2
up or down.

|| Field Name Sample value Explanation
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1. Health monitor Interval Disable/5/10/20/30/60/120 The interval at which health checks are penfied

Seconds
2. Health monitor ICMP host(s) Disable/DNS Server(s) Where to Ping for a health check. As there is
/WAN GW)/Custom definitive way to determine when the connectic
G2 AYyUGSNySa Aa R2soy 7
a host whose availability that dhe internet as a
whole.

3. Health monitor ICMP timeout 1/3/4/5/10 Seconds How long to wait for an ICMP request to cor
back. Set a higher value if your connection |
high latency or high jitter (latency spikes).

4. Attempts before failover 1/3/5/10/15/ 20 How many checks should fail for your W,
connection to be declared DOWN for good.

5. Attempts before recovery 1/3/5/10/15/20 How many checks should pass for your W

connection to be declared UP.

7.2.2.3 How do | set up a backup link?

First we mustselectamAy f Ay]1 |yR OK22aS 2yS 2NJ g2 ol O dzLJ f
and configure your WAN and Backup Wan settings to your liking. Click Save and wait until the settings are applied.
in the Status> Network Information> WAN pagé¢here should be a status indication for the backup WAN. If everything
is working correctly you should see something like this:

Backup WAN Status
WAN: (Wired] I LISE  Backup WAN: [3G] READY

The above picture shows the status for Backup WAN configured on a wired main link. You can now simula
downed link by simplgzy LJt dzZ33Ay 3 @2dzNJ 9GKSNYySd 2!b OFLo6fSd 2KSy @&;

Backup WAN Status
WAN: [Wired] NOT READY  Backup WiN: [3G] IM LISE

And, if you plug the cable back in you should, again, see this:

Backup WAN Status
VRN [Wired] IN USE  Backup WaAN: [3G] REEADY
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7.3 LAN

This page is used to configure the LAN network, where all your devices and computers that you cotimect to
router will reside.

7.3.1 Configuration

7.3.1.1 General Setup

Configuration

General Setup Advanced Settings

P address | 19216811
IP netrmask | 2552552550 %

IP broadcast

- Sample value ] Explanation

IP address 192.168.1.1 Address that the router uses on the LAN network
2 IP netmask 255.255.255.0 A mask used to define how large the LAN network is
3. |IP bradcast IP broadcasts are used by BOOTP and DHCP clients to fir

send requests to their respective servers

7.3.1.2 Advanced settings

Configuration

General Setup Advanced Settings

Accept router advertisements
Cverride MTU
Use gateway metric

Use WAN port as LAN

- Sample value | Explanation

Accept router Enable/Disable If enabled allows accepting router agltisements (Disabled b
advertisements default)
2. Override MTU 1500 MTU (Maximum Transmission Unit) specifies the larg
possible size of a data packet
3. Use gateway metric 0 With this field you can alter the metric of that entry
4. Use WAN port as LAN Enable/Dishle Enable/disable WAN port using as LAN port
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7.3.2 DHCP Server

The DHCP server is the router side service that can automatically configure the TCP/IP settings of any device
requests such a service. If you connect a device that has been configured to Bhtidress automatically the DHCP
server will lease an IP address and the device will be able to fully communicate with the router.

7.3.2.1 General Setup
DHCP Server

General Setup Advanced Settings

DHCP | Enable v
Start | 100
Limit | 155

Lease time 12 Hours v

- Field Name | Sample value | Explanation

DHCP Enable / Disable/ Manage DHCP server
DHCP Relay
2. Sart 100 The starting address of the range that the DHCP server can use to give

devices. E.qg.: if your LAN IP is 192.168.2.1 and your subnet mask is 255.25
that means that in your network a valid IP address has to be in the ran
[192.1682.1 ¢ 192.168.2.254](192.168.2.0 and 192.168.2.255 are sp
unavailable addresses). If the Start value is set to 100 then the DHCP sen
only be able to lease out addresses starting from 192.168.2.100

3. Limit 150 How many addresses the DHCP segets to lease out. Continuing on the abc
example: if the start address is 192.168.2.100 then the end address w
192.168.2.254 (100 + 1851 = 254).

4. Leasetime 12 How long can a leased IP be considered valid. An IP address after the df
amount of time will expire and the device that leased it out will have to req
for a new one. Select Hour or Minute (minimum 2min).
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7.3.2.2 Advanced settings

You can also define some advanced options that specify how the DHCP server will operate éiNyoetnork.
DHCP Server
General Setup Advanced Settings
Dynamic DHCP (v
Force

IP netmask

DHCP Options P

| | Field Name | Sample Value Explanation

1. Dynamic DHCI Checked/Unchecked Dynamically allocate client addresses, if sebtonly clients presen
in theethers files are served

2. Force Checked/Unchecked ForcesDHCPserving even if anothdDHCPserver is detected on thi
same network segment.

3. IP netmask You can override your LAN netmask here to make the DHCP ¢
GKAY]l AlGQa aSNWAy3a I+ fFNHSNJ 2

4. DHCP Options Additional options to be added for thDHCP server~or example

with '26,1470' or 'option:mtu, 1470' you can assign an MTU
DHCPYour client must accept MTU BYHCHor this to work.

7.3.2.3 Static Leases
This page is used to configure static IP leases.
Static Leases

Hostname MAC address IP address

Frinter 1085 dl709c 72 (192.168.1.104) » 192168.1.104 v Delete

Add

| | Field Name | Sample Value Explanation

1. Hostname Printer Name which will be linked with IP address.
2. MAC address 10:a5:d0:70:9c¢:72 (192.168.1.104 Device MAC address
3. |IP address 192.168.1.104 Device IP address

7.3.2.4 |IP Aliases
7.3.2.4.1 General Setup

IP aliases are the way of defining or reactargpibnet that works in the same space as the regular network.

64



IP Aliases

General Setup

Delete

Add

Advanced Settings

IP Address

Metmask

Gatewsay

7.3.2.4.2 Advanced Settings

You may also optionally define a broadcast address and a custom DNS server.

IP Aliases

General Setup

Delete

Add

Advanced Settings

192.168.99.161

25592552550 ¥

192.168.99.254

IP Broadcast

OME Server
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7.4 Wireless

The Wireless configuration window provides you with the possibility to gardi your wireless access points and
wireless stations. The Wireless Station Mode will become active only whefi Wiconfigured as an active WAN
interface (either main or backup.)

-::::g:TEL TONIKA Status Network Services System

Wireless Configuration

@y Wireless Access Points

$SID: HALI000 Disable Edit Remove
Encryption: WPA-PSE/WPAZ-PSK mixed mode

@y Wireless Station Mode

SSID: GUEST_TELTONIKA Disable Edit Remove
Encryption; WPAZ-PSK

Above is the overview of the Wireless Configuration window. It dispd&yive access points and stations. Here you
can disable or enable your Wi interfaces, remove unwanted access points or stations or enter a configuration windov
for each WAFi, where you can configure it more thoroughly.

7.4.1 Wireless Access Point

The Wirekss Access Point configuration window is used to make changes to different accesslp@rds/ided
into two main sections; device and interface. One is dedicated to configuring hardware parameteesother ¢
software.To access this window, simglyf A 01 G KS WS RA (-B int@eréze hat you wishEolconfighre: (i K S

@) Wireless Access Points

55ID: HALS000 Disable Edit Remove
Encryption: WPA-PSK/MWPAZ-PSK mixed mode

7.4.1.1 Device Configuration
The Device Configuration section is used for configuringiWardware parameters.
7.4.1.1.1 General Setup

Here you can toggle the availability of the wirelesdigaand the physical channel frequency.

-i:KTEL TONIKA Status Network Services System Logout[*®

Wireless Access Point
Here you can configure your wireless settings like radio freguency, mode, encryption etc...

Device Configuration

General Setup Advanced Settings

Enable wireless [«

Channel @ 4 (2427 GHz)
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7.4.1.1.2 Advanced Settings

Device Configuration
General Setup Advanced Settings
Mode | 802.11g+n ¥
HT mode | 20MHz v
Country code | 00 - World v
Transmit power | 100 % ¥
Fragmentation threshold

RTSICTS threshold

- Field Name Possible Values Explanation

Mode Auto, 802.11b, Different modes provide different wireless standard support wt
802.11g, 802.11g+n directly impactghe radio's throughput peidrmance
2. HT mode 20MHz / 40MHz 2nd HT (High Throughput) mode. 40 MHz bandwidth provides be
channel above performance

3. Country code Any ISO/IEC 3166 SO/IEC 3166 alpha2 country codes as defined in ISO134ta®dard
alpha2 country code

4. Transmi power 20% / 40% / 60% / Wi-Fi signal power
80% / 100 %
5. Fragmentation 256-2346 The smallest packet size that can be fragmented and transmitte
threshold multiple frames. In areas were interference is a problem, settir
lower fragment threshold nght help reduce the probability c
unsuccessful packet transfers, thus increasing speed

6. RTS/CTS thresho 0-2347 RTS/CTS (Request to Send/Clear to Seralinechanisns, used to
reduce frame collisions introduced hige hidden node problem. |
can helpresolve problems arising when several access points a
the same area, contending

7.4.1.2 Interface Configuration

7.4.1.2.1 General Setup

Interface Configuration

General Setup Wireless Security MAC Filter Advanced Settings

S3ID | HALS000

Hide S5ID

| | Field Name Possible Values Explanation

1. SSID any_name The name of your Wi interface. When other \ARi capable
computers ordevices scan the area for Wi networks they will se:
your network with this name

2. Hide SSID Enabled/Disabled Will render your SSID hidden from other devices that try to scar
area
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7.4.1.2.2 Wireless Security

The Wireless Security tab is used to determineatvkind of encryption your WLAN will use. You can choose
between different types of WEP (Wireless Encryption Protocol) or WPi(®fotected Access.) WPA provides better
security because it usesiproved data encryption through the temporal key integiityptocol (TKIPhut not all devices
support WPA and will work only with WEP type of encryption.

7.4.1.2.2.1 WEP

Interface Configuration
General Setup Wireless Security MAC Filter Advanced Settings
Encryption | WEP open system v
Used key slot | Key#1 v
Koy #i1 | seeseesees o
Key#2 |sosssesses o
Ky #3 | somsassnes To
Koy #4 | seeseesees P
-
Encryption* WEP open system The type of Wi encryption used
2. User key slot Key #1 Which key is used for #hentication

3. Key#1/Key#2/ wwwwwwwww« A 10 symbol custom key used for authentication
Key #3 / Key #4

7.4.1.2.2.2 WPA

Interface Configuration

General Setup Wireless Security MAC Filter Advanced Settings

Encryption WPA-PSKMYPAZ-FPSK mixed mode ¥

Cipher | Auto v
Koy | sesssserssns i
- Field Name Sample Value Explanation
Encryption* WPAPSK/WPAPSK The type of Wi encryption used
mixed mode
2. Cipher Auto An algorihm for performing encryption or decryption
3. Key WWWWWwwwww A custom passphrase used for authentication (at least 8 chara
long)

*2YS I dzZiKSYyGAOrGA2y YSGK2RE 62y Qi adzJJI2NI ¢YLt O6FyR ¢YLts//atio SyONE
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7.4.1.2.2.3 WPA?2 Enterprise EAP

Interface Configuration

General Setup Wireless Security MAC Filter =~ Advanced Settings
Encryption = WPA2-EAFP v
Cipher | Auto -
Ratlius Server IP

Radius Server Port

Radius Server Secret

- Field Name Explanation

Encryption WPAEAP | WPAZEAP The type of Wi encryption used
2. Cipher Auto | Force CCMP (AES An algorithm for performing encryption or decryption
| Force TKIP | Force TKIF
and CCMP (AES)

3. Radius Server IP ip | host IP address or hostname of an external Radius server

4. Radius Server Pol 0¢ 65535 Port of an external Radius server

5. Radius Server string A secret used for authentication with the Radius server
Secret
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7.4.1.2.3 MAC Filter

The MAC Filter tab is used fogtsng up rules that allow or exclude devices with specified MAC addresses fron
connecting to your WFi network.

Interface Configuration

General Setup Wireless Security MAC Filter Advanced Settings
MAC address filter | Allow listed only A
MAC list | COc11:73:94.ESES [=]
18:66:da:28:6a.34 ==
| | Field Name Sample Value Explanation
1. MAC address filte Allow listed only / Allow listed onlyg only allows degices with MAC addresses specifi

Allow all except listed in the MAC list to connect to your Wi network
Allow all except listed- blocks devices with MAC address
specified in the MAC list to connect to yourfVnetwork

2. Mac list C0:11:73:94:E8:E5  List of MAC addressés be included or excluded from connecting
your WiFi network

7.4.1.2.4 Advanced settings

Interface Configuration

General Setup Wireless Security MAC Filter Advanced Settings

Separate clients

Increase TTL packet size

- Field Name Sample Value Explanation

Separate clients Enabled / Disabled  Prevents Wi clients from communicating with each other on t
same subnet
2. Increase T Enabled / Disabled  Increase TTL packet size for incoming packets
packet size

7.4.2 Wireless Station

RUT955 can also work as a-MViclient. Configuring client mode is nearly identical to AP, except for the fact tha
most of the options are dictated by the neless access point that the router is connecting to. Changing them can resul
in an interrupted connection to that AP.

In addition to standard options you can also click 8@anbutton to rescan the surrounding area and attempt to
connect to a new wirelss access point.
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WAN

Your WAN configuration determines how the router will be connecting to the internet.

Operation Mode
Main WAN Backup WAN v Interface Name Protocol IP Address Sort
T @ WiFi (WAN) DHCP - Edit Scan {"
- v Wired (WAN2) Static 102.168.90.66 +s Edit
L Mobile (WAN3) None 188.65.245.225 + & Edit

After which you will be redirected to the window shown below.
Site Survey

Warning! During scan wireless will be temporarily shutdown. If you are connecting to the router via its wireless Access Point or via its
wireless WAN you will lose the connection and wont be able to inspect the result of the scan.

Start scan

PressingStart scanwill initiate a scan for available Wi Access Points in the area. After the scan finishes, you will
see a list of these Access points. Choose onerditgpto your liking and press thlmin Networkbutton next to it.

“*  Teltonika_Pardavimai Join Network
33% Channel: 1 | Mode; Master | BSSID: 00:1E:42:9A:70:A3 | Encryption; WPAZ PSK (CCMP)

“" GUEST_TELTONIKA Join Network
30% Channel: 1 | Mode: Master | BSSID: 00:F1.02:10:34:23 | Encryption: WPAZ PSK (CCMP)

“" GUEST_TELTONIKA Join Network
42% Channel: 4 | Mode: Master | BSSID: 00:F1:02:FF-BA'FC | Encryption: WPA2 PSK (CCMP)

“* RUT240 _001E42190D8B Join Network
TT% Channel: 8 | Mode: Master | BSSID: 00:1E:42:19:00:8B | Encryption: None {b

Repeat scan
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7.5 VLAN

On this page you can configure your Virtual LAN settings, either Port based or Tag based.

7.5.1 VLAN Networks

7.5.1.1 VLAN Functionality

VLAN Functionality

YLAM mode | Disabled L

| | Field Name | Sample Value Explanation

1. VLAN mode Disdled / Port based / Lets user to choose the VLAN mode or disable VLAN functionalit
Tag based

7.5.1.2 VLAN Network List
If VLAN mode;, Port based:

VLAN Networks List

LAN ports Wireless access points
VLAN ID 1 2 3 Teltonika_Router LAN
1 On A4 an v On A4 0 Maone v Delets

Add

- Field Name Sample Value Explanation

VLAN ID VLAN Identification number, allowed in range4(194)
2. LAN ports on Switches each LAN port between ON, OFF or tagged state.
1/2/3
3. Wireless Enabled / Disabled Assign selected access point(s) to selected LAN.
access points
4. LAN None Select to which LAN to assign selected LAN ports and wireless
points.

If VLAN mode; Tag based:
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VLAN ID

2

Add

WVLAN Networks List

Wireless access points

Teltonika_Router LAN

[ Mone v Delete

- Field Name Sample Value Explanation

VLAN ID
3. Wireless
access points
4. LAN

Enabled / Disabled

None

7.5.2 LAN Networks
In this page you can create extra LAN networks, and assign them with LAN Ports and wireless access points

OFy 3Si

LAN

LAN name

Lan

LAMN name:

SEG NI

LAN Metworks List

LAMZ

AYVTIF2NXYEFGA2Y 2y K294

VLAN Identification number, allowed in range4(194)
Assign selected access point(s) to selected LAN.

Sdect to which LAN to wireless access point(s).

(0@7.30ANy T A 3 dzNB

Interface name

etho tapl Edit

Add New

- Field Name | Sample Value Explanation

LAN name

2. Interface
name

Lan
eth0 tap0

Specifies new LAN name
Specifies LAN interface name
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7.6 Firewall

In this section we will look over the various firewall features that come with RUT9.

7.6.1 General Setings

The routers firewall is a standard Linux iptables package, which uses routing chains and policies to facili
control over inbound and outbound traffic.

General Settings Port Forwarding Traffic Rules Custom Rules DDOS Prevention

Firewall
General settings allows you to set up default firewall policy.

General Settings
Drop invalid packets
Input | Accept r
Output | Accept ¥

Forward = Reject ¥

- Field Name | Sample value Explanation

Drop Invalid Checked/Unchecke ! & 5 NiibhJds pelformed on a packet that is determined to be invalic
packets
2. Input Reject/Drop/Accept DEFAULT* action that is to be performed for packets that pass throug
Input chain.
3. Output Reject/Drop/Accept DEFAULT* action that is to be performed foclkets that pass through th
Output chain.
4. Forward Reject/Drop/Accept DEFAULT* action that is to be performed for packets that pass throug

Forward chain.
*DEFAULT: When a packet goes through a firewall chain it is matched against all the thigssjecific chain. If
no rule matches said packet, an according Action (either Drop or Reject or Accept) is performed.

Acceptg Packet gets to continue down the next chain.
Drop¢ Packet is stopped and deleted.

Rejectc Packet is stopped, deleted andffdrently from Drop, an ICMP packet containing a message of rejection
is sent to thesourceof the dropped packet.
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7.6.2 DMZ
DMZ Configuration

Enable

ObAZ host [P address

By enabling DMZ for a specific internal host (for e.g.: your computer), you will expose that host and its service:
the routers WANhetwork (i.e.- internet).

7.6.3 Port Forwarding

Here you can define your own port forwarding rules.

Firewall - Port Forwarding
Patt farwarding allows remaote computers an the Internetto connectto a specific computer or service within the private LAN.
Port Forwarding Rules
Name Protocol Source Via Destination Enable Sort
+ s Edit
Enable_SSH_WAN_PASSTHROUGH TP Frum any host  To any router 1P at Furward_ to IP127.0.0.1, 0
inwan part 22 part 22 in lan Delete
.4 Edit
Enable_HTTP_WAN_PASSTHROUGH TCP Frum any host  To any router IP at Fuwarq to IP127.0.0.1, 0
inwan port 80 port 80in lan Cielate
+ s Edit
Enable_HTTPS_INAN_PASSTHROUGH TGP Frum any host  To any router 1P at Foreard ?0 IP127.001, 0
inwan port 443 port 443 in lan Dielate
.4 Edit
Fram any host  To any router IP at Forward to IP 127.00.1,
Enabla_CLI_wwaAM_PASSTHROLIGH TCP i wan port 4200 20 A2 i Jain O Delste
New Port Forward Rule
Name Protocol External port (s) Internal IP Internal port (s)
Enahle_Test_Rule TCP+UDR |» 12345 1921681109 % 12345 Add

You can use port forwarding to set up servers and services on local LAN machines. The above picture shows
you can set up a rule that would allow a webdihat is being hosted on 192.168.1.109, to be reached from the outside
by entering http://routersExternallp:12345/.

| | Field Name Sample value Explanation

1. Name Enable_ SSH_WAN_PASSTHRC Name of the rule. Used purely to make it easier
manage rules.
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2. Protocol TCP/UDP/TCP+UDP/Other Type of protocol of incoming packet.

3. External Port 1-65535 From this port on the WAN network the traffic will t
forwarded.

4. Internal IP address IP address of some computer on The IP address of the interhanachine that hosts

your LAN some service that we want to access from the outsi

5. Internal port 1-65535 To that port on the internal machine the rule w

redirect the traffic.

When you clicledit you can fine tune a rule to near perfection, if you showdicke that.

This page allows you to change advanced propedies of the port forwarding entry. Although, in most cases there is no need to modify those settings
Enable
Mame | Enable_SSH_WAN_PAS
Protocol | TCP v

Source zone O Jan: lan: R

O VI Openvpn: (g are tunnel:

@ wan:wan: o hpp g
Source MAC address
Source |P address
Source port
External IP address
External port | 22
Internalzone @ fan: lan: 2y =

@] vpI openvpn:(e) are tunnel:

O wan: wan: 2 Bhp 24

Internal IP address | 127.0.01 v
Internal port

Enahle NAT loophack []

Extra arguments

- Field Name Sample value Explanation

Name ENABLE_SSH_WAN_PASSTHR( Name of the rule. Used purely to make it easier

manage rules.

2. Protocol TCP/UDP/TCP+ You may specify multiple by selecting (custom)

UDP/ICMP/Custom then enteaing protocols separated by space

3. Source zone LAN/VPN/WAN Match incoming traffic from this zone only

4. Source MAC addres: any Match incoming traffic from these MACs only

5. Source IP address any Match incoming traffic from this IP or range only

7. Source port any Match incoming traffic originating from the give
source port or port range on the client host only

8. External IP address any Match incoming traffic directed at the given
address only

9. External port 22 Match incoming traffic direct®# at the given
destination port or port range on this host only

10. Internal zone LAN/VPN/WAN Redirect matched incoming traffic to the specifi

internal zone
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11. Internal IP address 127.0.0.1 Redirect matched incoming traffic to the specifi

12. Internal port

internal host

any Redirect matched incoming traffic to the given pt
on the internal host

13. Enable NAT loopbac Enable/Disable NAT loopback enables your local network (

14. Extra arguments

7.6.4 Traffic Rules

behind your router/modem) to connect to
forward-facing IP addressysh as 208.112.93.73) «
a machine that it also on your local network
Passes additional arguments to iptables. Use \
care!

The traffic rule page contains a more generalized rule definition. With it you can blogeorports, alter how
traffic is forwarded between LAN and WAN and many more things.

General Settings

Traffic Rules

Name

Allow-DHCP-Relay

Allow-DHCP-Renew

Allow-Ping

Firewall - Traffic Rules

Mraffic rules define policies for packets traveling between different zones, for example to reject traffic between certain hosts or to open WAN ports on the router.

Port Forwarding Traffic Rules Custom Rules DDOS Prevention

Protocol Source Destination Action Enable Sort
UpP From any host in wan To any router IP at Accept L] L] Edit
port 67 on this device input
Delete
UDP From any host inwan To any router I[P at Accept e Edit
port 68 on this device input
Delete
ICMP with type echo-request ~ From any hostinwan To any router [P on  Accept 5 s e Edit
this device input
Delete

|| Field Name Explanation

Name
Protocol
Source
Destination
Action
Enable

O [0 B (oo V] (=

7. Sort

Name of the rule. Used for easier rules management purpose only

Protocol type of incoming or outgoing packet

Match incoming traffic from this IP or range only

Redirect matched traffic to the given IP address and destination port

Action to be taken for the packet if it matches the rule

Selfexplanatory. Uncheck to make the rulgactive. The rule will not be deleted, but it al
will not be loaded into the firewall.

When a packet arrives, it gets checked for a matching rule. If there are several rule
match the rule, the first one is applied i.e. the order of théerlist impacts how your firewa
operates, therefore you are given the ability to sort your list as you wish.

You can configure firewall rule by clickiegjt button.
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This page allows you to change advanced properies of the traffic rule entry, such as matehed source and destination hosts.

Enable []

Name | AllowDHCP-Relay

Festrict to address family | IPwd and IPw W

Protoeol | UDP b

bdatch ICHF type | amy

Source zane ()
C.

O
®

VI waan: wan:

Source MAC address
Source address
Source port

Destination zone (3)

o o OO0

Destination address

Destination partt | 67

Action | accept W

Extra arguments

Any zone
lam: lan: 24 =
wpn: openvpn:(g) gre tunnel:

=hpep

Dewvice (input)
Any zone (fonvard)
lam: lan: 25 2,

wpn: openvpn:(g) gre tunnal:

WaEND Wan: ty PRR Y

- Field Name Sample value Explanation

2.

10.

11.

12.

Name

Restrict to address
family

Protocol

Match ICMP type
Source zone

Source MAC
address

Source address
Source port

Destination zone

Destination address

Destination port

Action

G! t-DRCAVS E |
IPv4 and IPV6

TCP/UDP/Any/ICMP/Custor

any
any zone/LAN/VPN/WAN
any

any
any

Device/Any
zone/LAN/VPN/WAN
any

67

Drop/Accept/Reject + chain
+ additional rules

Used to make rulenanagement easier
Match traffic from selected address family only

Protocol of the packet that is being matched against tre
rules.

Match traffic with selected ICMP type only
Match incoming traffic from this zone only
Match incoming traffic from these MACs only

Match incoming traffic from this IP or range only

Match incoming traffic originating from the given sour
port or port range on the client host only

Match forwarded traffic to the given destination zone on

Match forwarded traffic to the given destination IP addre
or IP range only

Match forwarded traffic to the given destination port «
port range only

Action to be taken on thpacket if it matches the rule. Yc
can also define additional options like limiting pacl
volume, and defining to which chain the rule belongs
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7.6.4.1 Open Ports On the Router

Open Ports On Router

Name Protocol External port

Cpen_Fart_rule TP w 22 Add

| | Field Name Sample value Explanation

1. Name Open_Port_rule Used to make rule magement easier

2. Protocol TCP/UDP/Any/ICMP/Custo Protocol of the packet that is being matched agai
traffic rules.

3. External port 1-65535 Match incoming traffic directed at the given destinati

port or port range on this host.

7.6.4.2 New Forward Rule

New Forward Rule

Name Source Drestination

Forward rule new LAM W WAN e Add

|| Field Name Sample value Explanation

1. Name Forward rule new Used to make rule management easier
2. Source LAN/VPN/WAN Match incoming traffic from selected address family o
3. Protocol TCP/UDP/Any/ICMP/Custo Protocol of the packet that is being mched against

traffic rules.

7.6.4.3 Source NAT

Source NAT is a specific form of masquerading which allows fine grained control over the source IP used
outgoing traffic, for example to map multiple WAN addresses to internal subnets.

Source NAT

Source MAT is a specific farm of masguerading which allowes fine grained control over the source IP used for autgoing traffic, for example to map multiple
WAM addresses to internal subnets

Name  Protocol Source Destination SNAT Enable

Rewrite fo Edit Delete
Fram any ; source |

SMAT TCR+UDP hostin lan To any host, por 22 inwan 10401110,
port 22

New Source NAT

HName Source Destination Source IP Source port

LAM  w WA v Add

| | Field Name| Sample vale Explanation

1. Name SNAT Used to make rule management easier
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2. Protocol TCP/UDP/Any/ICMP/Custom Protocol of the packet that is being matched against tre

rules.

3. Source LAN/VPN/WAN Match incoming traffic from selected address family only

4. Destination LAN/VPN/WAN Forward incoming traffic to selected address family only

5. SNAT Rewrite to source 1R0.101.1.10 SNAT (Source Network Address Translation) rewrite pesk
source IP address and port

6. Enable Enable/Disable Make a rule active/inetive

You can configure firewall source NAT rule, by cliokeigbutton.

This page allows you to change advanced properties of the traffic rule entry, such as matched source and destination hosts,
Enahle
Marne | SNAT
Protozal | All protocols s

Source zone @ jam: lan: & 2,
@] VI OpEnvpncp dre tunnel:
O wan: wan: o PR g

Source MAC address
Source P address
Source port

Destinationzone O lan: lan: 23 =,
O VI DpEnYRn: gre tunnel:
J WA wan: 2y pRp: Sy

Destination 1P address v
Destination port
SMAT IP address 10101110 A
SMAT port | 22

Extra arguments

- Field Name Sample value Explanation

Name SNAT Used to make rule management easier

2. Protocol TCP/UDP/Any/ICMP/Custo Protocol of the packet that is being matched agai
traffic rules.

3. Source zone LAN/VPN/WAN Match incoming traffic from this zone only

4. Source MAC address any Match incoming traffic from these MACs only

5. Source address any Match incoming traffic from this IP or range only

6. Source port any Match incoming traffic originating from the given sour
port or port range on the client host only

7. Destination zone LAN/VPN/WAN Match forwarded traffic to the given destination zot
only

8. Destination IP address Select from the list Match forwarded trdfic to the given destination II
address or IP range only

9. Destination port any Match forwarded traffic to the given destination port «

port range only
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10. SNAT IP address
11. SNAT port OHE
12. Extra arguments

7.6.5 Custom Rules

amMndmnmodm Pdmn . Rewrite matched traffic to the given IP address

Rewrite matched traffic to the given source port. May
left empty to only rewrite the IP address'
Passes additional arguments to iptables. Use with car

Here you have the ultimate freedom in defining your ruteyou can enter them straight into the iptables
program. Just type them out into the text field ant it will get executed as a Linux shell script. If you are unsure of how
use iptables, check out the internet for manuals, examples and explanations.

General Settings Port Forwarding Traffic Rules

Firewall - Custom Rules

after each firewall restart, right after the default ruleset has heen loaded.

# This file is interpreted as shell script.
# Putyour custom iptables rules here, they will
# be executed with each firewall {re-istart.

# Internal uci firewall chains are flushed and recreated on reload, so

# put customn rules into the root chains eg. INPUT or FORWARD ar inta the
#zpecial user chains, e.g. input_wan_rule or postrouting_lan_rule.

Reset

7.6.6 DDOSPrevention

7.6.6.1 SYN Flood Protection

Custom Rules

Custom rules allow you to execute atbritary iptables commands which are not otherwise coverad by the firewall framewark. The commands are executed

DDOS Prevention Port Scan Prevention

Save

SYN Flood Protection allows you to protect from attack that exploits part of the normal TCRvydendshake
to consume resources on the targeted server and render it unresponsive. Essentially, with SYN flood DDie8dtre of
sends TCP connection requests faster than the targeted machine can process them, causing network saturation.

General Settings Port Forwarding Traffic Rules

DDOS Prevention

SYN Flood Protection

Enable SYN flood protection
SYM flood rate
SYN flood burst

TCP SYN cookies

Custom Rules
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- Field Name Sample value Explanation

Enable SYN flood protectic Enable/Disable Makes router more resistant to SYN flood attacks.
2. SYN flood rate AQHPpE Set rate limit (packets/second) for SYN packets ak
which the traffic is considered a flood.
3.  SYN flood burst apne Set burst limit for SYN packets above which the traff
considered a flood if it exceeds the allowed rate.
4. TCP SYN cookies Enable/Disable Enable the use of SYN cookies (particular choice

initial TCP sequence numbers by TCP servers).

7.6.6.2 Remote ICMP requests

Attackers are using ICMP echo request packets directed to IP broadcast addresses from remote ltxation:
generate deniabf-service attacks.

Remote ICMP requests
Enable ICMP requests [+
Enable ICMP limit

Limit peried | Second ¥

Limit |10
Limit burst | &
|| Field Name Sample value Explanation
1. Enable ICMP requests Enable/Disable Blocks remote ICMP echiequest type
2. Enable ICMP limit Enable/Disable Enable ICMP echequest limit in selected period
3. Limit peiod Second/Minute/Hour/Day  Select in what period limit ICMP echequest
4. Limit amnég Maximum ICMP echeequest during the period
5.  Limit burst apée Indicating the maximum burst before the above lir

kicks in.

7.6.6.3 SSH Attack Prevention

Prevent SSH (Alloves user to run commands on a machine's command prompt without them being physicall
present near the machine.) attacks by limiting connections in defined period.

SSH Attack Prevention
Enable SSH limit

Limit period = Second ¥

Limit | 10

[Sa]

Limit burst

| | Field Name Sample value Explanation
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s wn e

Enable SSH limit
Limit period
Limit

Limit burst

Enable/Disable Enable SSH connamts limit in selected period
Second/Minute/Hour/Day  Select in what period limit SSH connections

amné Maximum SSH connections during the period
ape Indicating the maximum burst before the above lir
kicks in.

7.6.6.4 HTTP Attack Prevention

HTTP attack sends a complete, legitimate HTTP header, which includes a 'Cengtht field to specify the size

of the message body to follow. However, the attacker then proceeds to send the actual message body at an extren
slow rate (e.g. 1 byte/110 seconds). Due to the entire message being correct and complete, the target server \
attempt to obey the 'Content.ength’ field in the header, and wait for the entire body of the message to be transmitted,

hence slowing it down.

HTTP Attack Prevention

Enable HTTP limit

Limit period | Second ¥

Limit | 10

Limit burst 10

| | Field Name Sample value Explanation

1.

2.
3.
4.

Enable HTTP limit
Limit period

Limit

Limit burst

Enable/Disable Limits HTTP connections per period

Second/Minute/Hour/Day  Select in what period limit HTTP connections

amné Maximum HTTP connections during the period

amnég Indicating the maximum burst before the above lir
kicks in.

7.6.6.5 HTTPS Attack Prevention

HTTPS Attack Prevention

Enable HTTPS limit
Limit period Second "'
Limit |10

Limit burst 10

| | Field Name Sample value Explanation

1.

2.
8
4.

Enable HTTPS limit
Limit period

Limit

Limit burst

Enable/Disable Limits HTTPS connections per period
Second/Minute/Hour/Dg Select in what period limit HTTPS connections
amné Maximum HTTPS connections during the period
amné Indicating the maximum burst
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7.6.7 Port Scan Prevention

7.6.7.1 Port Scan

Port Scan
Enahle []
Interval 30

Scancount 10

- Field Name Sample value Explanation

Enable Enable/Disable Enable port scan prevention
2. Interval 30 Time interval in seconds counting how much port s
(10¢ 60 sec.)
3. Scan count 10 How much port scan before blocked

7.6.7.2 Defending type

Defending type
S T-FIM attack
SYM-RET attack
#-Mas attack

FIM scan

O O 0O O O

FHULLlags attack

|| Field Name Explanation

1. SYNFIN attack Protect from SYNIN atta&

2. SYNRST attack Protect from SYMRST attack
3. XMas attack Protect from XMas attack

4. FIN scan Protect from FIN scan

5. NULLflags attack Protect from NULLflags attack
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7.7. Routing

7.7.1. Static Routes

Static routes specify over which intade and gateway a certain host or network can be reached. In this page yol
can configure your own custom routes.

«r:ij:g:TEL TONIKA Status Network Services System

Static Routes Dynamic Routes

Static Routes
Routes specify over which interface and gateway a ceriain host or network can be reached.

Static IP Routes

Routing table Interface Destination address Netmask Gateway Metric
WAN ¥ WAN (Wired) ¥ 0.0.0.0 0.0.0.0 Delate
WANZ ¥ WAN2 (WiFl) ¥ 0.0.0.0 0.0.00 Delate
WANZ ¥ WAN3 (Mobile) v 0.0.0.0 0.0.0.0 Delate

Add

- Possible values Explanation

Routing table MAIN/WAN/WAN2/WAN: Defines which table will be used for the route in question
2. Interface MAIN/WAN/WAN2/WAN?: The zone where the target network resides
3. Destination IP address The address of the destination network
address*
4. Netmask* IP mask Mask that is applied to the Target to determine to what act
IP addresses the routingleuapplies
5. Gateway IP address Where the router should send all the traffic that applies to i
rule
6. Metric integer Used as a sorting measure. If a packet about to be routec

two rules, the one with the higher metric is applied

*Additional notes on Destination & Netmask:

You can define a rule that applies to a single IP like this: Destinasome IP Netmask- 255.255.255.255
Furthermore, you can define a rule that applies to a segment of IPs like this: Destigatmne IP thatSTART&e
segment; Netmask Netmask that defines how large the segment is. e.g.:

192.168.55.161 255.255.255.255  Only applies to 192.168.55.161

192.168.55.0 255.255.255.0 Applies to IPs in the 192.168.55.092.168.55.255 range
192.168.55.240 255.255.255.240 192.168.55.248 192.168.55.255

192.168.55.161 255.255.255.0 192.168.55.0 192.168.55.255

192.168.0.0 255.255.0.0 192.168.0.0 192.168.255.255
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7.7.1.1.Static ARP entries

Static ARP entries are used to bind a MAC address to a specific IP address. For é&xgmuplgnt some device to
get the same IP every time it connects to the router, you can create a Static ARP entry by bindR@tEak OS Q &
address to a desired IP address. The router will then create an entry in the ARP table, which in turn mies swue
device will get the specified IP address every time.

Static ARP Entries

IP address MAC address

192.168.56.58 11:22:33:44:55:66 Delete
Add

7.7.2. Dynamic Routes

7.7.2.1.BGP Protocol

Border Gateway Protocol (BGP) is a standardized exterior gateway protocol designed to exchange routing
reachability information among autonomous system&)An the Internet. The protocol is often classified as a path
vector protocol but is sometimes also classed as a distaactr routing protocolThe Border Gateway Protocol makes
routing decisions based on paths, network policies, or-sgs configurd by a network administrator and is involved in
making core routing decisions.

7.7.2.1.1 General Settings
BGP protocol's configuration

General Settings

Enable

Enable vty
Import config | Choose File Mo file chosen
- Explanation
Enable yes | no Enables or disables the BGP protocol
2. Enable vty yes | no Enables or disables vty access from LAN
3. Import config - Uploads an external BGP configuration

86



7.7.2.1.2 BGP Instance

BGP Instance

Configuration of the BGP protocol instance

Enable
AS
BGP router ID
Network
- Explanation
Enable yes | no Enables or disables the B@®Btance
2. AS Integer AS number is an identification of autonomous system. |

protocol uses the ASwmber for detecting whether the BG
connection is internal one or external ofj&equired]

3. BGP router ID string [A.B.C.D The router id is used by BGP to identify the rout
device from which a packet originateBefault router ID value i
selectedas the largst IP Address of the interface.

4. Network string Adds the announcement network

7.7.2.1.3 BGP peers
BGP peers
Enable Remote AS Remote address

Peer Edit Delete

Add

- Explanation

Enable yes | no Enables or disables the BGP peer
2. Remote AS integer NeighboQ @mote AS
3. Remote address ip NeighborQ #v4 address
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7.7.2.1.4 Access list filters
Access list filters

Enable Peer Action Network Direction

Test Peer ¥ Any v Inbound ¥ Delete

Add

| |Fieldname  fvaue | Explanaon |
1.
2
3
4
5

Enable yes | no Enables or disables the access filter
Peer BGP peer Apply rule for specified peer

Action Permit | Deny Deny or permit matched entry
Network any | --custom- Apply filter rule for this source network

Direction Inbound | Outbound  If direcion A dnbodhd? G KS | OO
directon A Outddund? G KS | O
routes

f fodtds. If

Saa
OSaa ablverisad

7.7.2.2.RIP Protocol

TheRouting Information ProtocolRIB is one of the oldedlistancevector routing protocolsvhich employ thehop
countas arouting metric RIP preventsouting loopsby implementing a limit on the number dbpsallowed in a path
from source to destination. The maximum number of hops allowed fBriRRIL5, which limits the size of networks that
RIP can support. A hop count of 16 is considered an infinite distance and the route is considered unreachable.
implements thesplit horizon route poisoningandholddownmechanisms to prevent incorrect routing information from
being propagated.

7.7.2.2.1. General

RIP protocol's configuration

General
Enable
Emable wiy
Import config | Choose File Mo file chosen
Version 2 v
MNeighbor
|| Fieldname ] Value [ Explanation
1. Enable yes | no Enablesr disables RIprotocol
2. Enable vty yes | no Enables or disables vty access from LAN
3. Import config - Uses imported RIP configurations
4. Version 2|1 Specifies tk version of RIP
5. Neighbor string Neighbor ip address
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7.7.2.2.2 RIP interfaces

RIP interfaces

Enable Interface Passive interface

RIP o v Delete

Add

- Explanation

Enable yes | no Enables or disables the RIP interface
2. Interface network interface Network interface to be used with the RIP interface
3. Passive interface yes | no Sets the specified interface to passive mode. On passive n

interface, all receiving packets are processed as normal and
does not send either miticast or unicast RIP packets.

7.7.2.2.3 Access list filters

Access list filters

Enable RIP interface Action Network Direction

Permit ¥ Any v Inbound ¥ Delete

Test

Add

Enable yes | no Enables or disables the RIP filter

RIP interface RIP interface Apply rule for specified interface
Action Permit | Deny Deny or permit matched entry
Network any | --custon- Apply filter rule for this source network

| |Fieldname  fvaue | Explaaton |
1.
2
3
4
5

Direction Inbound | Outbound  If direcion A dnbodthd G KS | OO0Saa f hodtds.If,
directon A utBdund? G KS | OO0OS & a aflveriséd
routes

7.7.2.3.0SPF Protocol

Open Shortest Path First (OSPF) is a routing protocol for gttemotocol (IP) networks. It uses a link state routing
(LSR) algorithm and falls into the group of interior gateway protocols (IGPs), operating within a single autonom
system (AS). It is defined as OSPF VeBsiorRFC 2328 for IPv4.
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7.7.2.3.1. General Settings

OSPF Protocol Configuration

General Settings

Enable
Emable viy
Import config

Router ID

Choose File | No file chosen

|| Field name ] Vvalue | Explanation

1. Enable yes | no
2. Enable vty yes | no
3. Import config -
4

bit number

7.7.2.3.2. OSPF Interface
OSPF Interface Configuration

General Settings

Enable

Cost

Hello Interval
Router Dead Interval
Retransmit

Priority

Type

Enables or disables the OSPF protocol
Enables or disables vty access from LAN
Uploads an external OSPF configuration

Router ID ip or any arbitrary 32 This sets the routelD of the OSPF process. The rodf2mmay be
an IP address of the router, but need not bét can be any
arbitrary 32bit number.

10
40
5
1
None v

Authentication

- Explanation

Enable Enable/Disable
2. Cost 1-65535
3. Hellointerval 1-65535
4. Router Dead 1-6553%

Interval
5. Retransmit 1-65535

6. Priority 0-255
7. Type Broadcast |
Nonbroadcast |

Enables or disables theSPF interface

The costvalueissettoroutr{ ! Q&4 YSGNARO FTASt R
Hello packeswill be sentat the frequency specified in this field (in seconc
This value must be the same for all routers attached to a common netw

This value is used when retransmitting Database Description and Link
Request packets

The router with the highest priority will benore eligible to becoméhe
Designated Router. Setting the value to 0, makes the router ineligib
becomethe Designated Router

Set explicitly network type for specified interface
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Pointto-point |
Pointto-multipoint

8. Authentication None | Password | Specilesauthenticationmode should be used for thanterface

MD5 HMAC

7.7.2.3.3 OSPF Area

OSPF area

Enable Area

Delete

Add

|| Field name ] Vvalue | Explanation

1. Enable yes | no Enables or disables the OSPF area
2. Area string [a.b.c.d] Specifies ODPF are

7.7.2.3.4 OSPF Networks

OSPF networks

Enable Network Area

Delete

Add

- Explanation

2.

Enable yes | no Enables or disables the OSPF network

Network ip [a.b.c.d/m. This command spedis the OSPF enabled interfade
the interface has an address from range a.b.c.d/m then ena
OSP¥on this interface so router can provide network informati
to the otherOSPFouters via this interface.

Area OSPF area Specifies area configured before
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7.8 Load Balancing

Load balancing lets users create rules that divide traffic between differesrfaates.

'iiI:"K:TEL TONIKA Status - Network - Services - System Logout®

Load Balancing Configuration

Policies
Policy Members assigned Ratio Sort
balanced EIFNLG 3 s Edit Delete
Wired 2

Add

Rule Source Source Destination Destination port Protocol Policy assigned Sort
address port address

default_rule — i 0.0.0.0/0 i al balanced * Edit Delete

Add

Save

To configure a rule, click tHeditbutton located next to it.

Policy Members assigned Ratio Sort

Maohile 3 s Edit Delete
Wired 2 {'j

CtKA& | OGA2Y gAff NBRANBOG e2dz G2 GKS Nz SQa O2y FA:

balanced

WAN Policy Configuration - balanced

Interface Ratio Sort

Mobile 3 * s Delete

Wired 2 . Delete
T Add

| SNB &2dz Oy RSTAYS GKS NIGAZ2 2F SIOK 2! b AYyGSNFIF
NI GA2 Aad oX YR GKS ¢ANBR -afliratichvil goSroigh M mobil intéréace Hadd ¢
gAff 32 GKNRdAdAK (GKS ANBR AYUGSNFIFIOS® ! FISNI e2dzQ@8S 7T,
activate Load Balancing for the desired interface.
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7.9. IPv6

Internet Protocol version 6 (IPv6) is the most recent version of the Internet Protocol (IP), the communicatiol
protocol that provides an identification and location system for computers on netwankisroutes traffic across the
Internet. IPv6 was developed by the Internet Engineering Task Force (IETF) to deal with-trdtitopgted problem of
IPv4 address exhaustion. IPv6 is intended to replace IPv4.

This section is an overview on how to use IBN@GRUT routers.

7.9.1 Enabling IPv6

To enable IPvBsage, go t@ystem>Administration>General When there, check thEnablebox found under the
IPv6 Supporsection:
IPvé Support

Enable |+

Once this is done, your router can start using both IPv4 and IPv6. To use use IPv6do taNetwork->LAN
where you can setup a local IPv6 address and enable IPv6 in DHCP.

LAN

Configuration

General Setup Advanced Settings

IP address | 192.168.1.1

IP netmask | 2552552550 ¥
IP broadcast
IPvG Address

IPvE Prefix 64

DHCP Server

General Setup Advanced Settings

DHCP | Enable v
DHCF IPvG
Start | 100
Limit | 150
Lease time | 12 Hours ¥
Start IP address: 192.168.1.100

End IP address: 192.168.1.249

93



In order to use IPv6 with your mobile connection, giN&twork->Mobile and you can uncheck tHdse IPv4 only
field.
Mobile Configuration

Mobile Configuration

SIM 1 Sim 2 |

Connectiontype QM| ¥
Mode | NAT v

APN
PIN number

Dialing number *99#

MTU | 1500

Authenficaion method | Mone ¥
Service mode | Automatic ¥

Deny data roaming

Use IPv4 only [

94



8 Remote monitoring and administration

RUT9X>upports multiple monitoring and administration possibilities. One can get routers information througt
SMS or using RMS (Remote Management System). Furthermore, some system related parameters can be obtained
MODBUSD or MQTT publisher services. Houstothem are described in the 9.19 and 9.20 chapters respectively. The
main focus is on parameters, which change from time to time, like signal strength, operators name (it is quite comrr
to change of operator name in countries where inner roaming isluse module temperature. Although it is also
L2aaArofsS G2 NBIFIR Y2NX aiuldAo grftdzsSaz tA1S a!/ I RRN.
mentioned parameters is implemented in both MODBUSD and MQTT publisher applications. Apagettiam of
some parameters, MODBUSD also supports setting of some system related parameter, for example, change valt
digital output. Although it sounds frustrating, this functionality is sometimes useful and necessary.

Some applications, like MQTT pisher or RMS allows monitoring or administrating several routers from one
place. It is very useful functionality, when you have few routers and would like to change some parameter using sir
application. RMS share some similarities with SSH (Securg &ttelhdeed, one of RMS feature is to allows SSH acces:
to remote router. There is no separate chapter about RMS in this manual, because the interface of RMS is very intu
and user friendly. You can access RMS by using your browser with suppliethnuiseand a password at
http://rms.teltonika.lt

By sending SMS to the router the user can execute some command, like reboot, switch wifi on or off and mz¢
20KSNA® 2A0K SIFOK {a{ (K Sdmidstr&dpags®@dr This & dand JBrCamtfedticatibB d
purposes. The list of commands that may be executed through the SMS is limited. Full list of commands can be foun
Serviced a{ ! GAfAGASAa 2F NRdziSNR 2 9. LJ MSd¢anfoandiNghapteodBdzi N

Another interesting router monitoring solution is SNMP (Simple Network Management Protocol). By not goit
into deep details about this protocol, it is another manner to monitor router parameters. It allows the user to chec
current operator, modem model and other router parameters. Compared to other applications and services, only SNI
have ability to inform the user about the occurrence of specific event (called trap) in the system. The main drawback
this protocol is, thattidoes not allow to change anything. You can read more about SNMP in chapter 8.9.

Apart from services mentioned earlier, there is one service, which is used only for communication between rout
FYR ' YRNRAR (@LIS RS@A OSrpaahdiaoysIciset oiSgat Oadiduspaiariieters af the systdmS
JSONRPC can execute the same commands, like user through SSH. To sum up, this approach opens wide possibili
communication between router and Android. However, there is no separate topatalSOMRPC in this manual,
because this type of communication is generally not for-aadr use.

Each approach has its advantages and disadvantages. In some situations, maybe MQTT publisher works b
than MODBUSD, while in others, MODBUSD will bdétier choice. The most versatile manner of system monitoring
and administration is through SSH. The SSH provides complete control of the router. The user can execute comm:
write shell scripts and do many other things. In such case, the user onlg Rggpdication to connect router through
SSH. The most popular application used in Windows type operating systems is called Putty. If you try to connec
router from Unix like operating system, you only need to execute ssh command with some argumertsstikame
and username (in this cagaoot).

Sometimes the use of SSH is not necessary, so other more conservative services/applications are used.
complete list of applications and services, which can be used for router administration and moréi@rigiyen below.
It can be seen, that all applications, except MQTT publisher and SNMP supports setting/getting of some system rel
parameter.
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] Application Can obtain parameters Can set parameters

1. MQTT publisher 1 o
2. MODBUS daemon 1 1
3. SSH 1 1
4, RMS 1 1
5. SMS 1 1
6. SNMP 1 1
7. JSOMNRPC 1 1
8. TRO069 1 1

By summarizing, RUT9XX provides several solutions for router management. Each user can choose what sol
to use. If required functionality is not found in particular service, the user can consaweral applications, for
example, use MQTT publisher along with SNMP. Finally, if user has special needs, he can write shell script and exe
via SSH or use jsapc.
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8.1. Basic SSH/CLI/Telnet commands

This section will provide some examples of ba&8EH commands that can be used to monitor and manage the
router both remotely and locally.

8.1.1 Login via SSH/CLI

CLLG2 f23Ay G2 | w!¢ NRBAziISNI @Al /[ LXI 2dzad 32 (2 GK
section. To login via Qydu will only need to enter the username and password:

Usernamec root

Password; admin016  RYAy nm A& (GKS NRdJziSNDa RSTlFdzZ G LI ad62NR

SSH with Windows OS to login via SSH when using a Window operating systeu will need an app that allows
Windows users to achieve an SSH connection. The most commonly used app for that purfpos@Ydt is very
lightweight program and can be downloaded for free.

2 KSYy KIF@S tdz¢¢, Ayadlft SREN @efa3ty92.168.1.7 oy VIRAN iP¥ihI8derto/readhK S
the router via WAN, first enable remote SSH accesSystem>Administration>Access Contrpladdress in théHost
Name (or IP addresdijeld and click th&@Openbutton as shown in the example bellow.

#2 PuTTY Configuration 7 x
Category:
= 5§55inn Basic options for your PuTTY session
""" Logging Specify the destination you want to connect to
= Terminal
smina Host Mame (or IP address) Port
- Keyboard
. Bell |192.168.1.1] |[22 |
- Features Connection type:
= Window (O)Raw () Telnet () Rlogin ®55H () Seral
ﬁppea_rance Load, save or delete a stored session
- Behaviour
.. Translatian Saved Sessions
- Selection | |
- Colours .
Default Settings
=~ Connection Load
- Data Save
- Proxy
. Telnet Delete
- Rlogin
- 55H
- Senal Close window on exit:
(O Mways (I Never (8 Cnly on clean exit

Abowt Help Cancel
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After this you will be greeted with a screen as such:

£ 192.168.1.1 - PuTTY

The login name isoot> | YR (G KS LI ad¢62NR Aa @2 dzNimiRzi Wwikdbgin waR Y
successful you will be greeted with a message like this:

(2017-11-0&6 10:48:40 EET)

list of built-imn

commands .

TELTONTEA 2014

root@Teltonika-RUTS55: ~# I




SSH with Linux OS to logh via SSH using a Linux operating system openT#reninal app and type in this
command:

ssh root@outer_ip_address

NRE2G A& (GKS dzZASNYI YSZI NRdzi SNWALWI RRNBS&aa Aa GKS NZ
trying to reach the router from &cal or a remote location (to login to a router remotely, you must first enable remote
SSH access 8ystem>Administrationr>Access Contrpl After you initiate this command, you will be prompted to enter
GKS NRdzi SNRA& FRYAYArdot).NI G2 NJ LI aad62NR ORSTFIl dz (Y

Telnet with Windows OS

Sevelin router.
1. To start telnet server in router use commaqdelnetd
2. To connect to router via telnet use commantkinet 192.168.1.%; enter login and password (root aradimin01
by default)

Clientin router.

1. To connect to tlet server use commandelnet <ip> [port], enter login andassword.

hl)Sy /a5 6AGK FRYAYAAGNI G2NI I O02dzy i
type in given command to install telnet client: pkgmgr /iu:"TelnetClient"

to telnet to your router use command: telnet 192.168.1.1 (routers I&@resk)

BN Telnet 192.168.1.1 - O x

Teltonika-RUT958.com login:

a-RUT958.com login: root

7:44 EET) built-in shell (ash)
t-inm commands.
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8.1.2 Configuring the router

This section will provide examples of some basic Linux commands that be used to monitor, manage and configu
RUT router.

lff 2F GKS NRdzi SNDa 02 iddordigiZdlderd Yo gan sE thedlsSommanti viedvihg NB F
contents of this folderlsis a Linux shell command that lists directory contents of files and directdfiescommand to
view the contents of the config folder goes like this:

Is /etc/config

E# 192,168.1.1 - PuTTY - | e

You can use theat commandto view the contents of a file. For example, to view the contents ofniimvork
config, you should use this command:

cat /etc/config/network
To edit a file, use thei command:

vi /etc/config/network

You can use /etc/init.d scripts to stop, start, enaldisable or restart a service. For example, in order to restart the
OpenVPN service, use:

/etc/init.d/ope nvpn restart

Modem restart:
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/etc/init.d/modem restart
Network restart:
/etc/init.d/ network restart

To get mobile information, usgsmcticommands. A fe@ examples ofsmctlusage will be provided here, but you
can get the whole list ajsmctlicommands and a description on how to use them by tygismmctich.

To check modem status use gsmctl command:
-p, -ip <INTERFACE> Get IP of logical intégice
-e,--bsent <INTERFACE>  Get number of bytes sent
-r, --brecv <INTERFACE> Get number of bytes recieved

-j, --connstate Get 3G connection state
-g,--netstate Get network link state

-, --imei Get device IMEI

-J,--iccid Get SIM ICCID

-m, --model Get device model

-w, --manuf Get device manufacturer
-a, --serial Get device serial number
-y, --revision Get device revision number
X, --ImSi Get IMSI

-Z,--simstate Get SIM card state

-u, --pinstate Get PIN state

-q, --signal Get GSM signal level
-X,-scp Get WCDMA rscp level
-E,--ecio Get WCDMA ec/io level
-W, -rsrp Get LTE rsrp level

-Z,--sinr Get LTE sinr level

-M, --rsrq Get LTE rsrq level
-C,--cellid Get cell id pammeter

-0, --operator Get name of operator used
-f, --opernum Get operator number

-t, --conntype Get data carrier type
-c,-temp Get module temperature in 0.1 degrees Celcius
-B,--pincount Get pin/puk count

-F --network Get network information

-K --serving Get serving cell information
-l --neighbour Get neighbour cell information
-D, --shutdown Shutdown the mdem

mnf_info commands can be used to view the manufacturing info of the device (serial number, hardware version,

mac, etc.)
mnf_infosn¢NER dzi SNR& &aSNA Lt ydzyo SNJI
mnf_infomaccNR dzi SND& a!/ | RRNBAaa

mnf_info name¢NR dzi SNRa RS@GAOS yI YS

mnf_info hwver mnf_irfo -N2 dzi SNDa KIF NRgl NB OSNBRAZ2Y
mnf_info blver¢ N2 dzi SNDa 06220t 21 RSNJ OGSNARA2Y
mnf_simpinc{ La OF NRQ& t Lb ydzyoSNJ
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8.1.3

1. uci

UCI commands

To check all possible uci commands typeauii¢help

Examples of use

=A =4 =4 -4 -4 -4 -8 -4

=A =4 -4 =4

To checknetwork configg uci show network

To checknetwork config lan sectiog uci show network.lan

To check specific parameter, for examplan ip¢ uci show network.wan.ipaddr

To get parameter, for examplezan ipg uci get network.wan.ipaddr

To change parameter, for exampl&n ipg uci set networkwan.ipaddr=192.168.90.1
To add new section of configuratiorgsuci add network new_section

To add option in new sectioqiuci set my_config.new_section.new_option=value
To add new listed parameteruci add_list my_config.new_section.list_name=vdfiee example: uci add_list
wireless. @wiftiface[0].maclist=00:00:00:00:00:0Qadds blacklisted MAC addrefs
To renamepption - uci rename my_config.my_section.old_name=new_name

To delete sectiorg uci delete my_config.section_name

To delete optiorg uci delee my_config.my_section_option_name

To enable changesuci commit

Note: in order to know exact section name it is highly recommended to check config with uci show command.

2 luci-reload

Use lucireload command to renew changes in routers WebUI

An examplef how to set up WP EAP encryption with uci commands:

uci set wireless.@witiface[0].encryption=wpaZ; sets WiFi encryption to WPA2

uci set wireless.@wififace[0].auth_server=188.69.236.20Xets the Radius server address
uci set wireless.@wififace[0].auth_port=99¢ sets Radius server port

uci set wireless.@wififace[0].auth_secret=test;, sets Radius server secret

uci commit¢ commits all of the uci changéom RAM to flash memory

luci-reload ¢ reloads the relevant services imder for the chamges to take place
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9 Services

9.8 VRRP
9.8.1 VRRP LAN Configuration Settings
VRRP LAN Configuration Settings
Enable []
IP address | 192.168.1.253
Virtual ID0 1
Priority 100

- Explanation

Enable Enable/Disable = Enable VRRP (Virtual Router Redundancy Protocol) for LAN
2. IP address 192.168.1.253 Virtual IP address for LAN's VRRP (Virtualitd® Redundancy
Protocol) cluster
3. Virtual ID 1 Routers with same IDs will be grouped in the same VRRP (V
Router Redundancy Protocol) cluster, rang@55b]
4. Priority 100 Router with highest priority value on the same VRRP (Virtual R«

Redwndancy Protocol) cluster will act as a master, rang2g34]
9.8.2 Check Internet connection
Check internet connection
Enable
Ping IP address | 8.8.4.4
Ping interval | 10
Ping timeout (sec) 1
Ping packet size |50

Ping retry count | 100

|| Fieldname | Sample _____[Explanaion |
1. Enable Enable/Disable = Enable WAN's connection monitoring
2. Ping IP address 8.8.44 A host to send ICMP (Internet Control Mess&getocol) packets to
3. Ping interval 10 Time interval in seconds between two Pings
4. Pingtimeout (sec) 1 Response timeout value, interval {9999]
5. Ping packet size 50 ICMP (Internet Control Message Protocol) packet's size, interva
1000]
6. Ping retry count 100 CFrAftSR tAy3a FGGSYLIiQa O2dzi

lost, interval [1¢ 9999]
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9.9 TR-069

TRO0O69 is a standard developed for automatic configuration and management of remote devices by Au
Configuration Servers (ACS).

9.9.1 TR-069 Parameters Configuration
TR-069 Parameters Configuration
Enahle []
Enable Periodic Transmission [
Lsername | admin

Fassword sesssss L4E

URL | hitpft 92 168.1.110:808(

Enable Enable/Disable Enable TR69 client

Enable Periodic Transmissic Enable / Disable Enable periodic transmissions of data to server
User name admin User name for authenticatioon TR0O69 server
Password Fokdkkckok Password for authentication on U89 server
URL http://192.168.1.110:8080 TRO069 server URL address

| |Fieldname | sampe  |Explanaon
1.
2
3
4
5

9.10 Web filter

9.10.1 Site blocking

Site Blocking Proxy Based Content Blocker

Site Blocking Settings
Site Blocking

Enable
Mode | Whitelist v
Enable Host name
i www.yahoo.com Delete
Add

|| Field name | Sample ______| Explanation

1. Enable Enable/Disable Enable host name based &tes blocking
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2. Mode Whitelist/Blacklist ~ Whitelist - allow every site on the list and block everything else. Black
block every site on the list and allow everything else.
3. Enable Enable/Disable Check to enable site blocking
4. Host name www.yahoo.com  Block/allow site with this hostname
9.10.2 Proxy Based Content Blocker
Site Blocking Proxy Based Content Blocker

Proxy Based URL Content Blocker Configuration

Proxy Based URL Content Blocker

URL Filter Rules

Enable

URL content

rd EXEI11P|E.CDI11

Enable [+

Mode | Blacklist ¥

Delete

- Explanation

Enable Enable/Disable
2. Mode Whitelist/Blacklist
3. URL example.com
content

Enable proxy server based URL content blocking. Works with
protocol only

Whitelist - allow every part of URL on the list and block everyth
else. Blacklistblock every part of URL on the list and allow everytr
else

Block/allow any URL containing this string. Example.com, exam|
*.example.com
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9.11 NTP

NTP configuration lets you setup and synchronize routers time.

General Time Servers

Time Synchronisation
General
Current systern time 2016-03-09 08:32:52 Syncowith browser
Time zone | UTC v
Enable NTP
Update interval {in seconds) | 3600
Save timetaflash [
Count oftime synchronizations
Clock Adjustment

Offset frequency 0

Save

-

Current System time Local time of router.

2. Time zone Time zone of your country.

3. Enable NTP oyLrofS aeadsSyqQa GAYS aeéy ONRINgWorkITIG 2 v
Protocol)

4. Update interval How often router updates systems time

5. Savetimetoflash  Save last synchronized time to flash memory

6. Count of time Total amount of times that router will do the synchronization. Ndtéeft blank- the

synchronizations count will be infinite
7. Offset frequency Adjust the minor drift of the clock so that it will be more accurate
Note, that underTime Serverat least one server has to be present, otherwise NTP will not serve its purposes.

9.12 VPN

9.12.1 OpenVPN

VPN (Virtual Private Networkg a method for secure data transfer through unsafe public network. This sectior
explains how to configure OpenVPN, which is implementation of VPN supported by the RUT9 router.
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A picture below demonstrates defiiOpenVPN configurations list, which is empty, so you have to define a new
configuration to establish any sort of OpenVPN connection. To create it, enter desired configuration narbeSng
O2 y T A 3 dzNJ fieltl, Befect ddvide $ode from w 2 frépddown list. For example, to create an OpenVPN client with
O2Yy FAIAdzNI GA2Y yIYS RSY23 &St SOd! FOR A8 &s NEWNSTtheyfollowiSg A

picture.
OpenVPN IPsec ‘ GRE Tunnel ‘ PFTP ‘ L2TP ‘

OpenVPN

OpenVPN Configuration

Tunnel name TUNITAP Protocol Port Enabled

There are no openV/PN configurations yet

Role: Client ¥ | Mew configuration name: | demo Add New E
OpenVPN IPsec GRE Tunnel ‘ PPTP | L2ZTP |

Mew OpenPN instance was created successfully. Configure it now

OpenVVPN

OpenVPN Configuration

Tunnel name TUNTAP Protocol Port Enable
Client_demo Tun_c_dermo UDP AETE Sl Lkl
Role: | Client % Rew configuration narme: Add MNew

Save

To see at specific configuration settings prés§ Rluifios located in nevy created configuration entry. A new
page with detailed configuration appears, as shown in the picture below (TLS client example).
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OpenVPN Instance: Client_demo

Main Settings

Enable [ ]

TUMITAFP | TUM (funnel)
Fratocal | UDF (%
Fort 1194
L=
Encryption | BF-CBC 128 (default) w
Authentication | TLS w
TLS cipher | All w
Femote host'IP address | 215.45.60.66
Resolve retry | Infinite
Keep alive | 10 G0
Remote netwadk IP address | 10.0.0.0
Remote netwonk IF netmage | 2552552550
bl 3z routes | 100
HMALC authentication algorithm | SHAT (default) »
Additional HMALC authentication
Cerificate authority Mo file selected.
Client certificate Browse.. | Ho file selected.

Clienthey | Browse.. | Nofile selected.

IIID

There can be multiple server/client instances.

You can set custom settings here according to your VPN needs. Belownsiguof parameters available to set:

__| Field name __| Explanation

1. Enabled Switches configuration on and off. This must be selected to make configuration active.

2.  TUN/TAP Selects virtual VPN interface type. TUN is most often used in typilealdPVPN @nnections,
however, TAP is required to some Ethernet bridging configurations.

3.  Protocol Defines a transport protocol used by connection. You can choose here between TCP ar

4. Port Defines TCP or UDP port number (make sure, that this port alloywédewall).

5. LzO This setting enables LZO compression. With LZO compression, your VPN connec

generate less network traffic; however, this means higher router CPU loads. Use it ce
with high rate traffic or low CPU resources.
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6.
7.

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

time.

Encrypion
Authentication

TLS cipher

Remote host/IP
address

Resolve Retry

Keep alive

Remote network
IP address

Remote network
IP netmask

Max routes
HMAC
authertication
algorithm

Additional
HMAC
authentication

Certificate
authority
Client certificate

Client key

Selects Packet encryption algorithm.

Sets authentication mode, used to secure data sessions. Two possibilities you haw
G{GFrdA0 1Se¢ YSlIyasz GKIFIG hLISy+tb Of ASy(
be uploaded toli KS NP dzii S NJ daarkAlyNSS Ra {109 &léA O2 LUINERZ v @
uses X.509 type certificates. Depending on your selected OpenVPN mode (client or
you have to upload these certificates to the router:

For client: Certificate Authority (CAJlient certificate, Client key.

For server: Certificate Authority (CA), Server certificate, Server key andHiffiman (DH
certificate used to key exchange through unsafe data networks.

All mention certificates can be generated using OpenVPN or Ggnutilities on any tyf
host machine. Certificate generation and theory is out of scope of this user manual.
Packet encryption algorithm (cipher)

IP address of OpenVPN server (applicable only for client cortimuy.a

Sets time in seconds to try resolving server hostname periodically in case of first r
failure before generating service exception.

Defines two time intervals: one is used to periodically send ICMP requéxi¢aVPN servel
and another one defines a time window, which is used to restart OpenVPN service, if n(
NEljdzSad A& NBOSAPGSR RdNAY3 (GKS gAyR2¢
IP address of remote network, an actw#N network behind another VPN endpoint.

Subnet mask of remote network, an actual LAN network behind another VPN endpoint.

Allow a maximum number of routes to be pulled from an OpenVPN server
Sets HMAC authentication algorithm

Add an additional layer of HMAC authentication on top of the TLS control channel to p
against DoS attacks

Certificate authority is aentity that issues digital certificates. A digital certificate certifies
ownership of a public key by the named subject of the certificate.

Client certificate is a type of digital certificate that is used by client systemsake
authenticated requests to a remote server. Client certificates play a key role in many n
authentication designs, providing strong assurances of a requester's identity.
Authenticating the client to the server and establishing gely who they are

After setting any of these parameters pregs| | Bultén. Some of selected parameters will be shown in the
configuration list table. You should also be aware of the fact that router will launch separate OpenVPN service for e\
configuration entry (if it is defined as active, of course) so the router has ability to act as server and client at the sa

9.12.2 IPSec

The IPsec protocol client enables the router to establish a secure connection to an IPsec peer via the Inter
IPsec isupported in two modes transport and tunnel. Transport mode creates secure point to point channel between
two hosts. Tunnel mode can be used to build a secure connection between two remote LANs serving as a VPN solut
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IPsec system maintains two datates: Security Policy Database (SPD) which defines whether to apply IPsec tc
packet or not and specify which/how IPs84 is applied and Security Association Database (SAD), which contain Key
each IPseSA.

The establishment of the Security AssociaijttseeSA) between two peers is needed for IPsec communication. It
can be done by using manual or automated configuration.

Note: router starts establishing tunnel when data from router to remote site over tunnel is sent. For automati
tunnel establishmentised tunnel Keep Alive feature.

IPsec Configuration
Enable [¥
IKE version | IKEwW E|
Mode | Main E|
My identifier type = Address E|
My identifier | 100.121.122.123
Dead Peer Detection [
Pre shared key | password
Remote VPN endpoint | 215.148.3.15
IP address/Subnet mask | 192.168.1.0/24 il
Enable keepalive [V
Host | 192.168.1.125

Ping period (sec) G0

- Explanation

Enable Enabled/Disabled Check box to enable IPSec.
2. IKE version IKEv1 or IKEv2 Method of key exchange
3. Mode aal Ayé¢ 2 ISAKMP (Internet Security Association and Key Gemant Protocol)

! 33ANB & a phase lexchange mode
4. My identifier type Address, FQDN, Choose one accordingly to your IPSec configuration

User FQDN
5. My identifier Set the device identifier for IPSec tunnel.
In case RUT has Private IP, its identifier shouldsbevitn LAN networl
address. In this way, the Road Warrior approach is possible.
6. Dead Peer Enabled/Disabled The values clear, hold and restart all active DPD
Detection
7. Pre shared key A shared password to authenticate between the peer
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8. Remote VPN Domain name or IP address. Leave empty or any

endpoint

9. IP Remote network secure group IP address and mask used to determ
address/Subnet what subnet an IP address belongs to. Rang&2[0 IP should differ fron
mask device LAN IP

10. Enable kep alive Enabled/Disabled Enable tunnel keep alive function

11. Host A host address to which ICMP (Internet Control Message Protocol)

requests will be send
12. Ping period (sec) Send ICMP echo request every x seconds. Rar@@O[@p9]

Phase land Phase 2must be configured accordingly to the IPSec server configuration, thus algorithms
authentication and lifetimes of each phase must be identical.

Phase

The phase must match with another incaming connection to estahlish IPSec

Phase 1 Phase 2

Encryption algorithm | 3DES hd

Authentication | SHA1 v

DHagroup | MODP1536 w

Lifetirne (hy | 8 Minutes  w

Phase

The phase must match with another incoming connection to establish IPSec

Phase 1 Phase 2

Encryption algorithrmm | 3IDES hd
Hash algorithrn | SHAT v
FFSaroup  MODP1536

Lifetime {h} Hours v

- Explanation

Encryption DES, 3DES, AES 128, AES 192, AE The encryption algorithm must match with anothi
algorithm incoming connection to establish IPSec
2. Authentication MD5, SHA1, SHA256, SHA384, SH/ The authentication algorithm must match with anoth
incoming connection to establish IPSec
3. Hash algorthm MD5, SIA1, SHA256, SHA384, SHA! The hash algorithm must match with another incom
connection to establish IPSec
4. DH group MODP768, MODP1024, MODP153¢ The DH (Diffitddelman) group must with anothe
MODP2048, MODP3072, MODP409 incoming connection to estdish IPSec
4. PFS group MODP768, MODP1024, MODP153¢ The PFS (Perfect Forward Secrecy) group must matck
MODP2048, MODP3072, MODP409 another incoming connection to establish IPSec
No PFS
5. Lifetime Hours, Minutes, Seconds The time duration for pase
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9.12.3 GRE Tunnel

GRE (Generic Routing Encapsulation RFC2784) is a solution for tunneling RFC1812 privatspaddréasdfic
over an intermediate TCP/IP network such as the Internet. GRE tunneling does not use encryption it simply encapsu
data and ends it over the WAN.

VAN (P WAM P

&
In
‘=
ol

AN 192 168,0.0/24 ( St wnoel D [iawt 1921881 0024

S

192168002 LAMZ 192 188.1.2

In the example network diagram two distant networks LAN1 and LAN2 are connected.
To create GRE tunnel the user must know the following parameters:

1.Source and destination IP addresses.
2.Tunnel local IP address

3. Distant network IP adéss and Subnet mask.
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Main Settings

OpenVPN IPsec GRE Tunnel FPTP L2TP

Gre-tunnel Instance: Gre_tunnel

Remote endpoint IP address | 84.148.7.87
Remote network | 192.168.2.0
Remote network netmask | 24

Local tunnel IP | 10.0.0.1

Lecal tunnel netmask | 24
MTU | 1500
TTL | 255
PMTUD [«

Enable Keep alive

Keep Alive host

Keep Alive interval

Enabled |+

|| Fieldname | Explanation

sl (22 100 Ed §Col 11D fh

10.

11.

12.

Enabled

Remote endpoint IP address
Remote network

Remote networknetmask
Local tunnel IP

Local tunnel netmask

MTU

TTL
PMTUD

Enable Keep alive

Keep Alive host

Keep Alive interval

Check the box to enable the GRE Tunnel function.

Specify remote WAN IP address.

IP address of LAN network on the remote device.

Network of LAN network on the remote device. Rang820

Local virtual IP address. Cannot be in the same subnet as LAN network.
Network of local virtual IP address. RangSH)

Specify the ma@imum transmission unit (MTU) of a communications protocc
a layer in bytes.

Specify the fixed tim¢o-live (TTL) value on tunneled packet2fb]. The 0 is
special value meaning that packets inherit the TTL value.

Check the box toenable the Path Maximum Transmission Unit Discoy
(PMTUD) status on this tunnel.

It gives the ability for one side to originate and receive keep alive packets t
from a remote router even if the remote router does not suppoRE keef.
alive.

Keep Alive host IP address. Preferably IP address which belongs to th
network on the remote device.

Time interval for Keep Alive. Range Eb5].
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9.12.4 PPTP

Pointto-Point Tunneling ProtocoPPTP) is a protocol (set of communication rules) that allows corporations to
extend their own corporate network through private "tunnels" over the public Internet. Effectively, a corporation uses
wide-area network as a single large local area networgopany no longer needs to lease its own lines for veitka
communication but can securely use the public networks. This kind of interconnection is known as a virtual private
network (VPN).

OpenVPN IPsec GRE Tunnel PPTP L2TP

PPTP Server Instance: Pptpd_server

Main Settings

Enable
Lecal IP | 192.168.0.1
Remote IP range start  192.168.0.20
Remote IP range end | 192.168.0.30

User name Password User IP

yeuruser | snesssn Lol Delete

Add

Save

| Fieldname | Explanaion |
1. Enable Check the box to enable tHePTP function.
2. Local IP IP Address of this device (RUT)
3. Remote IP range begin IP address leases beginning
4. Remote IP range end IP address leases end
5. Username Username to connect to PPTP (this) server
6. Password Password to connect to PP$érver
7. UserIP Users IP address

PPTP Client Instance: Client
Main Settings
Enable []
Use as default gateway [
Serer | example.org
Lser name | youUrlser

Password eessss w

Back to Owerview Save

|| Field name [ Explanation

1. Enable Enable current configuration
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2. Use as default gateway Use this PPTP instance as default gateway

3. Server The server IP address or hostname

4. Username The user name for autirization with the server
5. Password The password for authorization with the server
9.12.5 L2TP

Allows setting up a L2TP server or client. Below is L2TP server configuration example.

OpenVFPN IPsec GRE Tunnel FPTP L2TP

L2TP Server Instance: L2tpd_server
Main Settings
Enable
Local IP | 192.168.0.1
Remote IP range begin | 192.168.0. 20
Remote IP range end | 192.168.0.30

User name Password

user L 2] Delete

Add

Save

| |Fieldname _|Explanaton |
1
2
3
4
5
6

Enable Check the box to enable the L2Ténnel function.
Local IP IP Address of this device (RUT)

Remote IP range begin IP address leases beginning

Remote IP range end IP address leases end

Username Username to connect to L2TP (this) server
Password Password to connect to LRTserver

Client configuration is even simpler, which requires @dyvers IPUsernameand Password

L2TP Client Instance: Client

Main Settings

Enahle []
Semner
Username

Passwiord “

9.13 Dynamic DNS
Dynamic DNS (DDNS) is a domain name service allowing to link dynamic IP addresses to static hostname.

To start using this feature firstiyou should register to DDNS service provider (example list is given in description
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You are provided with add/delete buttons to manage and use different DDNS configurations at the same time!

You can configure many different DDNS Hostnames in the mais[Idnfiguration section.

DDNS

DONS Configuration

DDNS name Hostname Status Enable
hyddns vourhost example.org iR 0 Edit Delete
Mew canfiguration name: Add Mew

Save

To edit your selected configuration, I&Etit

DDNS

Enable
Status N/A
Service | 3322.0rg v
Hostname | yourhost.example.org
Username | your_usemame
Password | sesesssssases )
IP source | Custom ¥
Network = WAN v
IP renew interval (min) | 10

Force IP renew (min) | 472

Save

- Explanation

S| enjen] o=

Enable Enable/Disable Enables current DDNS configuration.

Status Timestamp of the last IP check or update.

Service 1. dydns.org Your dynamic DNS service provider selected from the list.
2. 33220rg In case your DDNS provider is not present from the ones prov
3. noip.com please feel free to use "custom" and add hostname of the up¢
4. easydns.com URL.

5. zoneedit.com

Hostname yourhost.example.orc Domain name which will be linked with dynamic IP address.

Username your_username Name of the user account.

Password your_password Password of the user account.

IP Source Public This option allows you to selespecific RUT interface, and then se
Private the IP address of that interface to DDNS server. So if, for exal
Custom your RUT has Private IP (i.e. 10.140.56.57) on its WAN (3G inte|

then you can send this exact IP to DDNS server by selecting "Pri
or by selecting "Custom” and "WAN" interface. The DDNS serve
then resolve hostname queries to this specific IP.
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8. Network WAN Source network

9. IPrenew interval 10 (minutes) Time interval (in minutes) to check if the IP address of the de
(min) havechanged.
10. Force IP renew 472 (minutes) Time interval (in minutes) to force IP address renew.

9.14 SMS Utilities

RUT950 has extensive amount of various SMS Ultilities. These are subdivided into 6 sections: SMS Utilities
Utilities, User Groups, SMS Magement, Remote Configuration and Statistics.

9.14.1 SMS Utilities

SMS Utilities Call Utilities User Groups SMS Management Remote Configuration Statistics

SMS Utilities
SMS Rules
Action SMS Text Enable Sort
Reboot reboot Ll Edit Delete
Get status ctatus + s Edit Delete
Get OpenvPN status vpnstatus il Edit Delete
Switch YiFi on wifion il Edit Delete

All configuration options are listed below:

- Reboot

- Get status

- Get OpenVPN status

- Switch WiFi on/off

- Switch mobile data on/off
- Change mobile data settings
- Get list of profiles

- Change profile

- Manage OpenVPN

- SSh access control

- Web access control

- Restore to default

- Force SIM switch

- FW upgrade from server

- Config update from server
- Switch monitoring on/off

You can choose your SMS Keyword (text to be sent) and authorized phone number in the mairyouenan
edit each created rule by hittingditbutton.
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I
1.

SMS Utilities Call Utilities User Groups

SMS Configuration

Modify SMS Rule
Enahle
Rehoot

Action

ShS text | reboot

Authorization method Mo authaorization

Allowed users
Get status via SMS after reboot
Getinformation:

Messageted | Royter name - %

WAR IP - %wi; Data
Connection state - %cs;
Connection type - %ct;
Signal Strenght - %ss;

Back to Owerview

SMS Management

SMS tewt, which let you reboot your router. Eg. "reboot”

From all numbers w

Mewy P available - %fs;

Remote Configuration Statistics

W

Router name - %rm

WM MAC address - Yewem
Curren P version - Hfc
Operstor name - %on
Signal strencgth - Hes

Time stamp - %tz

zerial number - %sn
LAk MAC address - Sm
Connection state - %os
Connection type - Hot

=M =lat in use - Yau I - S2im
Event type - 9et Event text - %ex
P available on zerver - 91z LAM P - Sl

Metvwark state - SNz
Mew line - %anl

VAN P address - Sowi

Save

Reboot
Enable
disable SMS reboot function.
Action The action to be performed
when this rule is me
SMS text SMS text which will reboot

router.

What kind of authorization to
use for SIM management.
Whitelist of allow users
Check this to recieve

Authorization method

Allowed users
Get status via SMS
after reboot

a reboot.

Which status information
should be included in SMS:
Data state, Operator,
Connection type, Signal
Strength, ConnectioBtate, IP

Message text

Get status

Enable Check this to receive
connection status via SMS.

Action The ation to be performed

connection status via SMS afte

Explanation

This check box will enable and Allows router restart via SMS.

SMS text can contain letters, numbers, spaces

special symbols. Capital letters also matters.

No authorization, by serial or yb router admin
password.

From all numbers, from group or from single numb
If you select this box, router will seredatus once it
has rebooted and is operational again.

This is both separate SMS Rule and an option ul
SMS Reboot rule.

You can select which status elements to display.

rfft2ga G2 3ISG NPRdzi SNWa
separate SMS Rule and an option under SMS Re
rule.
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Enable SMS Status
SMS text
Authorization method

Allowed users
Message text

Get OpenVPN status
Enable

Action

SMS text
Authorization method
Allowed users
Switch WiFi On/Off
Enable

Action

SMS text

Authorization method

Allowed users
Write to config

Switch mobile data
on/off

Enable

Action

SMS text

Authorization method

Allowed users
Write to config

when this rule is met.
This check box will enable and
disable SMS status function.

SMS text which will send
routers status.

What kind of authorization to
use for SIM management.
Whitelist of allow users

Which status information
should be included in SMS:
Data state, Operator,
Connection type, Signal
Strength, Connection State, IP

Thischeck box will enable and
disable this function.

The action to be performed
when this rule is met.

SMS text which will send
OpenVPN status.

What kind of authorization to
use for SIM management.

Whitelist of allow users

This check box will enable and
disable this function.

The action to be performed
when this rule is met.

SMS text which will turn \AKi
ONOFF.

What kind of authorization to
use for SIM management.

Whitelist of allow users
Permanently saves Wi state.

This check box will enable and
disable this function.

The action to be performed
when this rule is met.

SMS text which will turn nimle
data ON/OFF.

What kind of authorization to
use for SIM management.
Whitelist of allow users
Permanently saves mobile
network state.

SMS status is disabled by default.

SMS text can contain letters, numbers, spmand
special symbols. Capital letters also matters.

No authorization, by serial or by router adm
password.

From all numbers, from grquor from single number
You can select which status elements to display.

lff2a (2 3ISG hLISYy=+t bW

SMS text can contain letters, numbers, spaces
spedal symbols. Capital letters also matters.

No authorization, by serial or by router adm
password.

From all numbers, from group or fronmgle number.

Allows WiFi control via SMS.
Turn WiFi ON or OFF.

SMS text can contain letters, numbers, spaces
special symbols. Capital letters also matters.

No authorization, by serial or by router adm
password.

From all numbers, from group or from single numb

With this setting enabled, router will keep Wi state
even after reboot.

If it is not selected, router will revert \Afi state afte
reboot.

Allows mobile control via SMS.
Turn mobile ON or OFF.

SMS text can contain letters, numbers, spaces
special symbols. Capital letters also matters.

No authorization, by serial or by router adm
password.

From all numbers, from group or from single numb

With this setting enabled, router will keep mobi
state even after reboot.
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If it is not selected, router willevert mobile state
after reboot.
6. Manage OpenVPN

Enable This check box will enable and Allows OpenVPN control via SMS.
disable this function.

Action The action to be performed Turn OpenVPN ON or OFF.
when this rule is met.

SMS text Keyword whictwill turn SMS text can contain letters, numbers, spaces
OpenVPN ON/OFF. special symbols. Capital letters also matters.

After Keyword you have to write OpenVPN name.
Authorization method What kind of authorizationto  No authoization, by serial or by router admi

use for SIM management. password.
Allowed users Whitelist of allow users From all numbers, from group or from single numb
7. Change mobile data

settings

Enable This check box will enable and Allows to change while settings via SMS.
disable this function.

Action The action to be performed
when this rule is met.

SMS text Key word that will precede SMS text can contain letters, numbers, spaces
actual configuration special symbols. Capital letters also matters.
parameters.

Authorization method What kind of authorizationto  No authorization, by serial or by router adm
use for SIM management. password.

Allowed users Whitelist of allow users From all numbers, from group or from single numb

Mobile Settings via SMS paramats:

- Value(s) Explanation

apn= e.g. internet.gprs Sets APN. i.e: apimternet.gprs

2. dialnumber= e.g. 99+ 1# Sets dial number

3. auth_mode= none Sets authentication mode
pap
chap

4. service= Auto You can add as many phone numbers as you n
4dgpreferred Dropdown list with additional rows will show up if y«
4gonly Ot A0l 2y dal RRé¢ AO2y I
3gpreferred
3gonly
2gpreferred
2gonly

5. username= user Used only if PAP or CHAP authorization is selected

6. password= user Used only if PAP or CHAP authorization is selected

All Mobile settings can be changed in one SMS. Between each <parameter=value> pair a space symb
necessary.

Example cellular apn=internet.gprs dialnumbeég89***1# auth_mode=pap service=3gonly us@me=user
password=user

Important Notes:
120



10.

11.

T oD aSdGiAy3a Ydzald o0S O2yFTAIdzNBER O2NNBOGfe&d LT
settings. Otherwise SMS reboot function will not work.

1 Sender phone number must contain country code. Yau check sender phone number format by reading
the details of old SMS text massages you receiving usually.

- Explanation

Get list of profiles
Enable

Action
SMS text
Authorization method

Allowed users
Change profile
Enable

Action

SMS text

Authorization method

Allowed users
SSH access Control
Enable

Action

SMS text
Authorization method
Allowed users

Enable SSH access

Enable remote SSH
access

Web access Control
Enable

Action

SMS text

This check box will enable and
disable this function.

The action to be performed
when this rule is met.

SMS text which will send list of
profiles.

What kindof authorization to
use for SIM management.
Whitelist of allow users

This check box will enable and
disable this function.

The action to be performed
when this rule is met.

Keyword which will change
active profile.

What kind of authorization to
use for SIM management.

Whitelist of allow users

This check box will enable and
disable this function.

The action to be performed
when this rule is met.

SMS text which will turn SSH
access Q/OFF.

What kind of authorization to
use for SIM management.
Whitelist of allow users
Enable this to reach router via
SSH from LAN (Local Area
Network).

Enable this to reach router via
SSH from WAN (Wide Area
Network).

This check box will enable and
disable this function.

The action to be performed
when this rule is met.

SMS text which will turn Web

Allows to get list of profds via SMS.

SMS text can contain letters, numbers, spaces
special symbols. Capital letters also matters.

No authorization, by serial or by router admr
password.

From all numbers, from group or from single numbe

Allows profile change via SMS.

SMS text can contain letters, numbers, spaces
special symbols. Capital letters alsottaes.

After Keyword you have to write profile name.

No authorization, by serial or by router admr
password.

From all numbers, from grougr from single number.

Allows SSH access control via SMS.

SMS text can contain letters, numbers, spaces
special symbols. Capital letters also matters.

No authorization, by serial or by router admr
password.

From all numbers, from group or from single numbe
If this box is selected, SMS will enable SSH access
LAN. If this box is not selected, SMH# disable SSI
access from LAN.

If this box is selected, SMS will enable SSH access
WAN. If this box is not selected, SMS will disable
access from WAN.

Allows Web access control via SMS.

SMS text can cdain letters, numbers, spaces ar
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12.

13.

14.

Authorization method
Allowed users

Enable HTTP access

Enable remote HTTP
access

Enable remoe HTTPS
access

Restore to default
Enable

Action
SMS text
Authorization method

Allowed users

Force switch SIM
Enable

Action
SMS text
Authorization method

Allowed users
Sender phone numbe

Force FW upgrade
from server
Enable

Action

SMS text

Authorization method

Allowed users

access ON/OFF.

What kind of authorization to
use for SIM management.
Whitelist of allow users
Enable this to reach router via
HTTP from LAN (Local Area
Network).

Enable this to reach router via
HTTP from WAN (Wide Area
Network).

Enable this to reach router via
HTTPS from WAN (Wide Area
Network).

Thischeck box will enable and
disable this function.

The action to be performed
when this rule is met.

SMS text which will turn \AFi
ON/CFF.

What kind of authorization to
use for SIM management.
Whitelist of allow users

This check box will enable and
disable this function.

The action to be performed
when this rule is met.

SMS text which will change
active SIM card to another one
What kind of authorization to
use for SIM management.
Whitelist of allow users

Phone number of person who
can receive router status via
SMS message.

This check box will enable and
disable this function.

The action to be performed
when this rule is met.

SMS text which will force route
to upgrade firmware from
server.

What kind of authorization to
use for SIM management.
Whitelist of allow users

special symbols. Capital letters also matters.

No authorization, by serial or by router admr
password.

From all numbers, from group or from single numbe
If this box is selected, SMS will enable HTTP ac
from LAN. If this box is not selected, SMS will disi
HTTP ecess from LAN.

If this box is selected, SMS will enable HTTP a«
from WAN. If this box is not selected, SMS will dis:
HTTP access from WAN.

If this box is selected, SMS will enable HTTPS a
from WAN. If this box is not selected, SMS will dis:
HTTPS access from WAN.

Allows to restore router to default settings via SMS.
Router will reboot after this rule is executed.

SMS text can contain letters, numbers, spaces
special symbols. Capital letters also matters.

No authorization, by serial or by router admr
password.

From all numbers, from group or from single numbe

Allows SIM switch via SMS.

SMS text can contain letters, numbers, spaces
special symbols. Capital letters also matters.

No authorization, by eyial or by router admir
password.

From all numbers, from group or from single numbe

You can add as many phone numbessy@u need.
Dropdown list with additional rows will show up if y«
Ot A01 2y alFRR¢ AO2y I

lff2¢a G2 dzLJANF RS NRdzi S

Router will reboot after this rule is executed.

SMS text can contain letters, numbers, spaces
special symbols. Cdai letters also matters.

No authorization, by serial or by router admr
password.

From all numbers, from group or from single numbe
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= Force Config update

from server

Enable This check box willenableand ! f f 264 (2 dzLJANJI RS NRdzi S
disable this function.

Action The action to be performed Router will reboot after this rule is executed.
when this rule is met.

SMS éxt SMS text which will force route SMS text can contain letters, numbers, spaces
to upgrade configuration from special symbols. Capital letters also matters.
server.

Authorization method What kind of authorizationto  No autlorization, by serial or by router adm
use for SIM management. password.

Allowed users Whitelist of allow users From all numbers, from group or from single numbe

16. Switch monitoring

on/off

Enable This check box will enable and Allows monitoringcontrol via SMS.
disable this function.

Action The action to be performed Turn monitoring ON or OFF.
when this rule is met.

SMS text SMS text which will turn SMS text can contain letters, numbers, spaces
monitoring ON/OFF special symbols. Capital letters also matters.

Authorization method What kind of authorizationto By serial or by router admin password.
use for SIM management.

Allowed users Whitelist of allow users From all uers, from group or from single number.

Important Notes:

f 3G settings must be configuredddNB OGft @ d LT {La OFNR KIF& tLb ydzYec
settings. Otherwise SMS reboot function will not work.

1 Sender phone number must contain country code. You can check sender phone number format by read
the details of old SMS tertassages you receiving usually.

9.14.2 Call Utilities

Allow users to call to the router in order to perform one of the actions: Reboot, Get Status, ttFnQ@W/OFF,
turn Mobile data ON/OFF. Only thing that is needed is to call routers SIM card nhumber faracapphone (user) and
RUT9 will perform all actions that are assigned for this particular number. To configure new action on call rules you
YySSR G2 OfAO01 GUKS !'RR odzidz2y Ay GKS abSg /I £@0 AN Sk

Modify Call Rule
Enable []
Action | Reboot A

Alloweed users | From all numbers b

Get status via SMS ater reboot [
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- Explanation

Enable Enable/Disable Enables the rule
2. Action Reboot Action to be taken after receiving a call, you can choose 1
following actions: Reboot, Send status, SwitchRY/iSwitch mobile
data.
3. Allowed uses From all numbers Allows to limit action triggering from all users, to user groups

single user numbers

4. Get status via SMS Enable/Disable Enables automatic message sending with router status informe
after reboot after reboot

9.14.2.1 Incoming Calls
Incoming Calls

Reject unrecognized incoming calls &

Save

|| Fieldname _____fSample _____| Explanation

1. Reject unrecognized Enable/Disable If a call is made from number that is not in the active rule list, it
incoming calls be rejected with this option

9.14.3 User Groups

Give possibility to group phone numbers for SMS managemurposes. You can then later use these groups in
all related SMS functionalities. This option helps if there are several Users who should have same roles when mane
router via SMS. You can create new user group by entering group name and clickiiglen 6 dzi G2y Ay @&/
DNRdzL &SO0GA2yd ! FGSNJ GKIG @2dz 3SG (G2 daaz2RAFe | AaSNI I

Modify User Group

Group name | Groupl

Phone number | +37061111111 [x]
+37062222222 [x]
+37062222222 [x]
|| Fieldname [ Sample | Explanation
1. Group name Groupl Name of grouped phone numbers
2. Phone number +37061111111 Number to add to users group, must matafternational format.

You can add phone numbers fields by clicking on the green + sy
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0.14.4 SMS Management

9.14.4.1 Read SMS
In SMS Management page Read SMS you can read and delete received/stored SMS.

SMS Utilities Call Utilities User Groups SMS Management Remote Configuration Statistics

Read SMS Send SMS Storage

SMS Messages

SMS perpage 10w Search
Date Sender Message = .
2016-05-05 13:51:56 +3T0E1 23458678 Labas |
Showing 1101 of 1 entries

Refresh Delete Select all

9.14.4.2 Send SMS

Read SMS Send SMS Storage
Send SMS

Send SMS Message

Phone Number | +3701111111

Message | My text.

SMS 1 (152 characters |left)

Send

|| Fieldname _____fSample ______| Explanation

1. Phone number +3701111111 Recipients phone number. Should be preceded with country c
ADPSd® aboTné
Message text, special characters are allowed.

2. Message My text.

9.14.4.3 Storage

With storageoption you can choose for router NOT to delete SMS from SIM card. If this aptioh iised, router
' dzi2YlFGAOFtfte RSESGS Ittt AyO2YAy3a YSaal3asSa | Fi

gAtt
SOSNE cn aSO2yRao® !ttt aNBFIRé YSaali3iSa I NB RStESGSRo
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Read SMS Send SMS Storage

SMS Storing

Configuration
Save messages on SIM &

SIM card memory Used:0 Available: 50

Leave free space 1

Save

|| Fieldname | Sample ______| Explanation

1. Save messages on S| Enabled / Isabled Enables received message storing on SIM card

2. SIM card memory Used: O Information about used/available SIM card memory
Available: 50
3. Leave free space 1 How much memory (number of message should be left free

9.14.5 Remote Configuration

RUT9xx cahe configured via SMS from another RUT9xx. You only have to select which configuration details h:
to be sent, generate the SMS Text, type in the phone number and Serial number of the router that you wish to config
and Send the SMS.

Total count of SMb is managed automatically. You should be aware of possible number of SMS and use thi
feature at your own responsibility. It should not, generally, be used if you have high cost per SMS. This is especial
relevant if you will try to send whole OpenVPN gfiguration, which might acumulate ~40 SMS.

9.14.5.1 Receive configuration

This section controls how configuration initiation party should identify itself. In this scenario RUT950 itself is bel
configured.

Recieve Configuration
Receive Configuration

Enable

Authorization method | Mo authorization W

Alloweed users | From all numbers w

|| Fieldname _____Jvalves ____________JNotes |
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1. Enabled / Disabd Enables router to receive configuration

Enable

Describes what kind of authorization to use for S
management. Method at Receiving and Sending €
must match

Gives greater control and security measures

No authorization /

By serial

By administration password
From all numbers

From group

From single number

Note, that for safety reasons Authorization method should be configured before deployment of the router.

Authorization method

2. Allowed users

9.14.5.2 Send configuration

This section lets you configure remote RBT devices. The authorization settings must confirm to those that are
set on the receiving party.

Send Configuration

Configuration Messaqe

Network VPN

Generate SMS
WA

Interface

Pritnary S card
Mobile connection
APM

Cialing number
Authentication method
User narme
Fassword
Service mode
LAM

IF address

IF netmask

IP broadeast

R
Mohile
ST s
Use pppd mode  w
intarnetmnc0l2.mec3de
+3T0B0000001

CHAP (»

admin

seesces o

3G prefarred A

192.168.1.1
255.265.255.0

192.168.1.2595

|| Fieldname _____Jvalues _____________JNoes |
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11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

Generate SMS
Interface

WAN
LAN
Protocol

IP address

IP netmask

IP gateway

IP broadcast
Primary SIM card
Mobile connection

APN

Dialing number

Authentication
method

User name
Password

Service mode

IP address
IP netmask

IP broadcast

New/From current
configuration

Mobile/Wired

Enable/Disable
Enable/Disable
Static/DHCP

GHMT MO T dPnandnn
AOHPPPHPP PHPpp PN
GHMT ®MN T DPnAndnn

AHMT ®dMnT dn 1 DHP

SIM1/SIM2

Use pppd mode
Use ndis mode

GAYGSNYySGoYyOn

dboTncnnnannnnmMmé

CHAP/PAP/None

G RYAYE
G LaE 62 NRE

Auto

4G (LTE) preferred
4G (LTE) only

3G preferred

3G only

2G preferred

2G only

AM®PHPMCYy PMDPME
OHPPPHPP PHPppPp PN

AM®PHDPMCYy DM DPHp p

Generate new SMS settings or use current de
configuration

Interface type used for WAN (Wide Area Netwo
connection

Include configuration for WAN (Wide Area Network
Include configuration for LAN (Local Area Network’
Network protocol used for network configuratior
parameters management

IP address that router will use to connect to t
internet

That will be used to define how large the WAN (W
Area Network) network is

The address where traffic destined for the internet
routed to

A logical address at which all devices connected
multiple-access communications network are enab
to receive datagrams.

A SIM card that will be used as primary

An underlying agent that will be used for mobile d:
connection creation and management

(APN)is the name of a gateway between a GPRS¢
3G mobile networks and another computer netwo
frequently the public Internet.

A phone number that will be used to establish
mobile PPP (Poiftb-Point Protocol) connection
Select an authentication method that will be used
authenticate new connections on your GSM catrri
network

User name used for authentication on your G
carrier's network

Password used for authentication on your G
carrier's network

You can add as many phone numbers as you n
Dropdown list with additional rows wikhow up if
@2dz Ot A0l 2y Gl RR¢ AO02
row.

IP address that router will use on LAN (Local #
Network) network

A subnet mask that will be used to define how lal
the LAN (Local Area Network) network is

A logical address at which all devices connected

multiple-access communications network are enab
to receive datagrams
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Send Configuration Message
network.wan.ifname=eth1, network. ppp.enabled=0, network.wan. proto=static,

network. wan.ipaddr=217.147.40.44, network. wan.netmask=255.255.255.0,
network. wan.gateway=217.147.40.44, network. wan.broadcast=217.147.40.255

Phone number | +37060000001

Authorization method =~ No authorization j
Send
-
Message text field Generatedconfiguration Here you can review and modify configurati
message message text to be sent
2. Phone number aboTncnnnnnnanme A phone _number of router which will receive tt
configuration
3. Authorization method No authorization What kind of authorization to use for remoi
By serial configuration

By router admin pasvord

9.14.6 Statistics

In statistics page you can review how much SMS was sent and received on both SIM card slots. You can also
the counters.

SMS Utilities Call Utilities User Groups SMS Management Remote Configuration Statistics

Statistics

SMS Statistics

SIM Card Sent SMS Recelved SMS
SIM 1 0 0 Reset
SIM 2 0 0 Reset
9.15 SNMP

SNMP settings window allows you to remotelymitor and send GSM event information to the server.
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9.15.1 SNMP Settings

SNMP Service Settings

Enahle SHMF service

Enahle remote access

Fort | 161

Community | Public w

Location  Location

Contact | email@example.com

Marme | Mame

- Explanation

Enable SNMP servict Enable/Disable

2. Enable remote acces Enable/Disable

3. Port 161

4. Community Public/Private/Custon
5. Community name custom

6. Location Location

7. Contact email@example.com
8. Name Name

Variables/OID

Run SNMP (Simple Network Management Protocol) servic
system's start up

Open port in firewall so that SNMP (Simple Netwc
Management Protocol) service may be reached from WAN

SNMP (Simple Network Management Protocol) service's port
The SNMP (Simple Network Management Protocol) réonity
is an ID that allows access to a router's SNMP data

Set custom name to access SNMP
Trap named sysLocation

Trap named sysContact

Trap named sysName

-_

£Ol GO} Il 1O (O EES) IE) 1) i

PP R R PR R
© 0k wWDNEO

1.3.6.1.4.1.99999.1.1.1 Modem IMEI
1.3.6.1.4.1.99999.1.1.2 Modem model

1.3.6.1.4.1.99999.1.1.3 Modem manufacturer

1.3.6.1.4.1.99999.1.1.4 Modem revision

1.3.6.1.4.1.99999.1.1.5 Modem serial number

1.3.6.1.4.199999.1.1.6 SIM status
1.3.6.1.4.1.99999.1.1.7 Pin status
1.3.6.1.4.1.99999.1.1.8 IMSI

1.3.6.1.4.1.99999.1.1.9 Mobile network registration status

1.3.6.1.4.1.99999.1.1.1 Signal level

1.3.6.1.4.1.99999.1.1.1 Operator currently in us
1.3.6.1.4.1.99999.1.1.1 Operator number (MCC+MNC)
1.3.6.1.4.1.99999.1.1.1 Data session connection state
1.3.6.1.4.1.99999.1.1.1 Data session connection type

1.3.6.1.4.1.99999.1.1.1 Signal strength trap

1.3.6.1.4.1.99999.1.161 Connection type trap
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9.15.2 TRAP Settings

TRAP Service Settings

SNMP Trap |+
Host/IP | 192.168.99.155
Port | 162

Community | Public ¥
TRAP Rules
Action Enable
Connection type trap " Edit Delete
Signal strength trap " Edit Delete

MNew TRAP Rule

Action

Signal strength trap ¥ Add

- Explanation

SNMP Trap Enable/Disable Enable SNMP (Simple Network Management Protocol)
functionality
2. Host/IP 192.168.99.155 Host to transfer SNMP (Simple Network Management Protc
traffic to
3. Port 162 Port for trap's host
4. Community Public/Private The SNMP (Simple Network Management Protocol) Community

ID that allows access to a router's SNMP data

9.16 SMS Gateway

9.16.1 Post/Get Configuration

Post/Get Configuration allows you to i@rm actions by writing these requests URI after your device IP address.
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Post/Get Email To SMS Scheduled SMS Auto Reply SMS Forwarding SMPP

Post/Get Configuration
SMS Post/Get Settings
Enable
User name | admin

Password essssss L ]

Save

|| Fieldname _____Jvalves _ ________JNotes |

Enable Enabled / Disabled Enable SMS management functionality throt
POST/GET
User name admin User name used for authorization
3. Password Fhk kokckk Password used for authorization (defatddminQ1)

Do not forget to change parameters in the url according to your POST/GET Configuration!

9.16.1.1 SMS by HTTP POST/GET

It is possible to read and send SMS by using valid HTTP POST/GET syntax. Use web rbamysether
compatible software to submit HTTP POST/GET string to router. Router must be connected to GSM network when L
G{a{ aSyR¢ TSI {Gdz2NB®

- POST/GET url e.g.

View mobile [cgi-bin/sms_list?username=admin&password=admin01

messages list

2. Read mobile /cgi-bin/sms_read?username=admin&password=admin01&number=1
message

3. Send mobile /cgi-bin/sms_send?username=admin&password=admin01&number=0037060000001&text=testmess
messages

4. View mobile /cgi-bin/sms_total?username=adm&password=admin01
messages
total

5. Delete mobile /cgi-bin/sms_delete?username=admin&password=admin0l1&number=1
message

9.16.1.2 Syntax of HTTP POST/GET string

HTTP POST/GET string Explanati
on

http://[{IP_ADD /cgi-bin/sms_read? Read
RESS} username={your_user_name}&password={your_pass}&number={MESSAGE_INDE message
/cgi-bin/sms_send? Send

username={your_user_name}&password={your_password}&number={PHONE_NUI message
&text={MESSAGE_TEXT}
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/cgi-bin/sms_delete? Delete
username={your_user_name}&password={your_password}&number={MESSINDEX] message

/cgi-bin/ sms_list? username={your_user_name}&password={your_password} List all
message
s

/cgi-bin/sms__ total? username={your_user_name}&password={your_password} Number
of
message
sin
memory
Note: parameters of HTTP POST/GEsy 3 F NB Ay OF LA GEHE f SGOGSNR AyaaRr
needed when submitting HTTP POST/GET string.

9.16.1.3 Parameters of HTTP POST/GET string

|| Parameter | Explanation

1. IP_ADDRESS IP address of your router
2. MESSAGE_INDEX  SMS index imemory

3. PHONE_NUMBER Phone number of the message receiver.
Note: Phone number must contain country code. Phone number format
00{COUNTRY_CODE} {RECEIVER_NUMBER}.
E.g.: 0037062312345 (370 is country code and 62312345 is receiver phone numbe

4. MESSAGE_TEXT Text of SMS. Note: Maximum number of characters per SMS is 160. You cannc
longer messages. It is suggested to use alphanumeric characters only.

After every executed command router will respond with return status.

9.16.1.4 Possible responses after command execution

-
1. Command executed successfully

2 ERROR An error occurred while executing command

3. TIMEOUT No response from the module received

4. WRONG_NUMBER SMS receiver number format is incorrect or SMS index nunshiecorrect

5. NO MESSAGE There is no message in memory by given index

6. NO MESSAGES There are no stored messages in memory

9.16.1.5 HTTP POST/GET string examples
http://192.168.1.1/cgibin/sms_read?username=admin&password=admin01&number=2
http://192.168.1.1/cg-bin/sms_send?username=admin&password=admin01&number=0037060000001&text=message
http://192.168.1.1/cgibin/sms_delete?username=admin&password=admin01&number=4
http://192.168.1.1 /cgibin/sms_list?username=admin&password=admin01

http://192.168.1.1/cgibin/sms_total?username=admin&password=admin01
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9.16.2 Email to SMS

POP3 Email To SMS Configuration
Email To SMS Settings
Enable
POP3 server  pop.gmail.com
Server port | 995
User name | admin
Password | admin01 o
Secure connection (SSL)

Check email every 1 j Minutesj

Post/Get Email To SMS Scheduled SMS Auto Reply SMS Forwarding SMPP

Save

-

Enable Enable/Disable
2. POP3 server AL LIPAYF AT dO2Y
3. Server port acddp €
4. Usea name cadmire
5. Password G RYAYynmé
6. Secure connection Enable/Disable
(SLL)
7. Check mail every Minutes
Hours
Days

9.16.3 Scheduled Messages

Allows to convert received Email to SMS

POP3 server address

Server authentication port

User name using for server authentication
Password using for server authentication

(SSL) is a protocol for transmitting private docuntse
via the Internet. SSL uses a cryptographic system
usestwo keyst& Yy ONB LJG RFGIF & |
everyone and a private or secret key known only
the recipient of the message.

Mail checking period

Scheduled messages allow to periodically sending maof#lesages to specified number.
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mailto:test@gmail.com

9.16.3.1 Scheduled Messages Configuration

Modify scheduled message

Enable [

Recipient's phone nurmher | +37060000001
Message text | Test
SM3 1 (156 characters leff)
Message sending Interval | Day v
Hour 1w
Minute 1w

-

Enable Enable/Disable Activates periodical messages sending.

WSOALIASY(GQadaboTtncnnnnnnmé Phone number that will receive messages.
number

Message text da¢Saié Message that will be send.
Message sending Day/Week/Month/Year Message sending period.
interval

9.16.4 Auto Reply Configuration

Auto reply allows replying to every message that router receives to everyone or to listed numbers only.

Reply Configuration
Enakle [
Dion't save received message
Mode | Evervone hd

Message | Text

-

2.

3.

4.

Enable Enable/Disable Enable auto reply to every received mobile messag

52y Qi &l @S Enable/Disable If enabled, received messages are not going to

message saved

Mode Everyone / Specifies from which sendersaeived messages al
Listed numbers going to be replied.

Message G¢SEGE Message text that will be sent in reply.
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9.16.5 SMS Forwarding

9.16.5.1 SMS Forwarding To HTTP

This functionality forwards mobile messages from all or only specified senders to HTTP, using either POST ot
methods.

SMS Foerwarding To HTTP SMS Forwarding To SMS SMS Forwarding To Email

SMS Forwarding To HTTP Configuration
SMS Forwarding To HTTP Settings
Enahle []
Method | Get  w
JRL 19216899 250/ 0etposti
Mumbervalue name | Sender
Meszage value name | text
Extra data pair1  varl
Estra data pair 2 | var?

mode | Allmessages w

-

Enable Enable / Disable Enable mobile message forwarding to HTTP
2. Method POST / GET Defines the HTTP transfer method
3. URL 192.168.99.250/getpost/index.ph; URL address to forward messages to
4. Numbervaluenam & &Sy RS NE blrYS (2 Faaiaday F2N asSy
query string
5. Message value name a G SE G ¢ Name to assign for message text value in query st
6. Extra data pair 1 Varl-17 If you want to transfer some extra informatic

through HTTP queryenter variable name on the le
field and its value on the right

7. Extra data pair 2 Var2¢a 32 € If you want to transfer some extra informatic
through HTTP query, enter variable name on the
field and its value on the right

8. Mode All messages#tiem listed numbers Specifies which senders messages to forward
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9.16.5.2 SMS Forwarding to SMS

This functionality allows forwarding mobile messages from specified senders to one or several recipients.
SMS Forwarding To SMS Configuration
SMS Forwarding To SMS Settings
Enable []
Add sender number [
Mode

All messages w

recipients phone numbers | +37060000001

-

Enable Enable / Disable Enale mobile message forwarding

Enable / Disable If enabled, original senders number will be added
the end of the forwarded message

Specifies from which senders received messages
going b be forwarded.

Phone numbers to which message is going to

forwarded to

2. Add sender number
3. Mode All message /

From listed numbers
4. Recipients phone +37060000001

numbers

9.16.5.3 SMS Forwarding to Email

This functionality forwards mobile messages from one or several specified senders to email address.

SMS Forwarding To Email Configuration
SMS Forwarding To Email Settings
Enable []
Add sender's nurmber []

Subject  forwarded message

SMTP server

SMTP server port

Secure connection

Lsername

Fasgword

Sender's email address

Recipient's email address

ode

rnail.teltonika. |t

248

O

admin

ITITTITTY L]
name.surname@gmail.o
namez2.surname2@oms

All messages b

137



-

Enable / Disable

Enable mobile message forwarding to email

Enable

2. Add sender number Enable / Disable If enabled, original senders number will be addec
the end of the forwarded message

3. Subject GF2NBI NRSR Y S Textthat willbe inserted in email Subject field

4. SMTP server mail.teltonika.lt ,2dzNJ {a¢t ASNBSNDa I RRD

5. SMTP server port 25 ,2dzNJ {a¢t ASNIBSNDa L2 NI

6. Secure connection Enable / Disable Enables the use of cryptographic protocols, eng
only if your MTP server supports SSL or TLS

7. User name GFr RYAYE Your full email account user name

8. Password Tk Your email account password

9. { SYRSNI& SY name.surname@gmail.com Your address that will be used to send emails from

10. wS OA LI &lhadd@ss name2.surname2@gmail.col Address that you want to forward your messages t

11. Mode All messages / from listed Choose which senders messages to forward to em

numbers
9.16.6 SMPP

Post'Get Email To SMS Scheduled SMS

SMPP Server Configuration

Transmitter Configuration
Enable []
Uzername | admin
Password sesssss

Sererport  TITT

Auto Reply SMS Forwarding SMFPP

- Explanation

w

Enable Enable/Disable
User name admin
Password

Server port 7777

Enabls SMPP server

User name for authentication on SMPP server
Password for authentication on SMPP server

A port will be used for SMPP server communicatic
Allowed all not used ports {85535]
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9.17 Hotspot

Wireless hotspot provides essential functionality for managing an open access wireless network. In
addition to standard RADIUS server authentication there is also the ability to gather and upload detailed logs
what each device (denoted as a MAGQbs) was doing on the network (what sites were traversed, etc.).

9.17.1 General settings
9.17.1.1 Main settings
Wireless Hotspot Configuration

General Settings

Main Settings Session Settings

Enahle
ARIP 192.168.2.254724
Authentication mode  Withoutradius s
External landing page [
Landing page address
Frotocal  HTTP %

HTTPS redirect []

Users Configuration

User name Password Idle timeout Session timeout Download bandwidth Upload bandwidth

Thete ate no users created yet.

Username Password

Add

___| Field name ___| Explanation

1. Enabled Check this flag to enable hotspot functionality on the router.

2. APIP Access Point IP address. This will be thdresks of the router on the hotspot network. Th
router will automatically create a network according to its own IP and the CIDR numb
OKFG @2dz aLISOATE FOSNI GKS aflakKeoe 9d3d
a network with the IP addres92.168.182.0, netmask 255.255.255.0 for the express
purpose of containing all the wireless clients. Such a network will be able to have 252
clients (their IP addresses will be automatically granted to them and will range from
192.168.2.1 t0 192.168.2.253

Authentication mode: External radius

1. Radius server#1 The IP address of the RADIUS server that is to be used for Authenticating your wirele
clients.
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2. Radius server #2 The IP address of the second RADIUS server.

3. Authentication port RADIUSesver authentication port.

4.  Accounting port RADIUS server accounting port.

5. Radius secret key The secret key is used for authentication with the RADIUS server

6. UAM port Port to bind for authenticating clients

7. UAM Ul port UAM Ul port

8. UAM seret Shared secret between UAM server an hotspot

9. NAS Identifier NAS Identifier

10. Swap octets Swap the meaning of input octets and output as it related to RADIUS attributes
11. Location name The name of location

Authentication mode: Internal radiuBNithout radius

1. External landing Enables the use of external landing page.
page

2. Landing page The address of external landing page
address

3. HTTPS redirect Redirects HTTP pages to landing page.

Authentication mode: SMS OTP

9.17.1.2 Session settings

Wireless Hotspot Configuration

General Settings

Main Settings Session Settings

Logout address 1111

List Of Addresses The Client Can Access Without First Authenticating

Enable Address Port Allow subdomains

D D Delete

Add

- Explanation

Logout address IP address to instantly logout a client addressing it

2. Enable Enable address accessing without first authenticatir
3. Address Domain name, IP address or network segment

4. Port Port number

5. Allow subdomais Enable/Disable subdomains
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9.17.2 Internet Access Restriction Settings

Allows disable internet access on specified day and hour of every week.

General Restricted Internet Access Logging Landing Page Radius Server
Teltonika_Router

Internet Access Restriction Settings

Select Time To Restrict Access On Hotspot Teltonika_Router

Days/Hours | 0-th | 1-2h | 2-3h  34h | 46n  68h &7h  7-8h  8-0h 9-10h 10-11h11-12h 12-13h13-14h 14-15h 15-18h 16-17h 17-18h 18-18h 19-20h 20-21h 21-22h 22-23h 23-24h

Monday
Tuesday
Wednesday
Thursday
Friday
Saturday

Sunday

l:l Internet access allowed

. Internet access blocked

9.17.3 Logging
9.17.3.1 Configuration

Configuration Log

Wireless Hotspot Logging Settings

Legging Te FTP Settings

Enahle
Server address | yourftp.server
llger name | username
o

Pasgword eessssss

Port | 21

|| Fieldname_____| Explanation

1. Enable Check this box if you want to enable wireléssfic logging. This feature will produce log
which contain data on what websites each client was visiting during the time he was

connected to your hotspot.
2. Server address The IP address of the FTP server to which you want the logs uploaded.
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3. Useaname

4.
S

Password
Port

The username of the user on the aforementioned FTP server.
The password of the user.
The TCP/IP Port of the FTP server.

FTP Upload Settings

fou can configure your timing settings for the log upload via FTP feature here.

Mode | Fixed
Hours &

Minutes 15

Days [ Monday
O Tuesday
O Wednesday
O Thursday
O Friday
O Saturday
O Sunday

- Explanation

w

Mode

Interval

Days
Hours, Minutes

¢tKS Y2RS 2F G(KS a0KSRdzZ S ! 4S5 ooedh &sperific
GAYS 2F G(GKS Rl‘e ''aS aLYyGSNBIté AF &2dz
{K2ga dzLJ 2yt e KSy Ga2RS¢ Aa aSia G2 Ly
one specific day. E.g. If you choos 4 hatlves uploading will be done on midnight, 4:00,
8:00, 12:00, 16:00 and 20:00.

Uploading will be performed on these days only

{K2ga dzZlJ 2yfe 6KSYy Gaz2RS¢ Aa asSa G2 CA
the day. E.gif you want to upload your logs on 6:48 you will have to simply enter hours
and minutes: 48.

9.17.3.2 Log

Configuration Log

Wifi Log
Wifi Log
Ewents per page 10

MAC +

There are no records yet.

Showing 1to 1 of 1 entries

Search

IP+ Port + Date + Time +
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9.17.4 Landing Page

9.17.4.1 General Landing Page Settings

With this functionality you can customize your Hotspot Landing page.

General Template

Wireless Hotspot Landing Settings

Landing Page Settings

Fage title  Teltonika Hotspot

Theme | Custom  »

Upload login page Mo file selected.

Login page file Diowenload

Diermno preview

[* Terms Of Services
[* Background Configuration
® Logo Image Configuration
[* Link Configuration

[* Text Configuration

- Explanation

Page tite Will be seen as landing page title
2. Theme Landing page theme selection
3. Upload login page  Allows to upload custom landing page theme
4. Login page file Allows to download and save your landing page file

In the sections¢ ¢ ¢ SNX¥a h¥T . {SONIBENRIHERE /@Y FAIAINI GA2Yy €S  af
| 2YFAIAINI GA2yEéY GCSEG /2y FAIdzNF GA2yé &2dz Oy Odzad2 YA
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9.17.4.2 Template
In this page you can review landing page template HTML code and modify it.

General Template

Landing Page Template Editor
\Vcdify login page template by your needs

<html lang="en"=
<head=
<meta charset="utf-8"=
<meta name="viewport" content="width=device-width, initial-scale=1.0">
<title=§pa lef</titles
<link rel="stylesheet" href="/luci-static/teltonikaExp/style.css">
<link rel="stylesheet" href="/luci-static/resources/loginpage.css">
<link rel="shortcut icon" href="/luci-static/teltonikaExpfavicon.ico"=
<5tyle=
Jogin_button {
margin-top: 15px;
text-align: center

}

.chi-map-descr {
text-align: center,
1

Reset

9.17.5 Radius server configuration

An authentication and accounting system used by many Internet Service Providers (ISPs). When you dial in tc
ISP you must enter your username and password. This information is passed to a RADIUS server, which checks th
information is correct, and then authorizes access to the ISP system.

General Restricted Internet Access Logging Landing Page Radius Server Statistics

Radius Server Configuration

General Settings

Enable
Remote access
Accounting pot 1813

Authentication port 1812

Users Configuration Settings
Enable  User name Reply message Idle timeout Session timeout Download bandwidth Upload bandwidth

There are no users created yet.

Username Password

Clients Configuration Settings

Enable Client name IP address Netmask Radius shared secret

There are no clients created yet.
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- Explanation

Enable Activates an authentication and accounting system
2. Remote access Activates remote access to radius server
3. Accounting port Port on which to listendr accounting
4. Authentication port Port on which to listen for authentication

9.17.6 Statistics

On hotspot statistics page you can review statistical information about hotspot instances.

General Restricted Internet Access Logging Landing Page Radius Server

Hotspot Statistics
Hotspot statistics

Events per page 10 j

There are no records yet.

Showing 1 to 1 of 1 entries

Username + 1P+ MAC #+ start time + End time + Use time + Upload +

9.18 CLI

CLI or Comand Line Interface functionality allows you to entérexxecute comands into routers terminal.

TELTONIKA Status - Network - Services System

Logout[®

Teltonika Tlogin: root
Password:

BusyBox v1.19.4 (2016-05-05 14:14:22 EEST) built-in shell (ash)
Enter 'help' for a Tist of built-in commands.

AN NN AN
(1 I I R R I B N
=<l N= 7/ N/ N\
S VA N N ) A S\ N VSV VAN

Teltonika 2014
root@reltonika:~# []

Use "CTRL + ALT + SHIFT + T" keyboard shortcut to open CLI in new tab
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9.19 Auto Reboot

9.19.1 Ping Reboot

Ping Reboot function will periodically send Ping command to server and waits for echo receive. If no echc
received router will try again sending Ping command defined number times, adfared time interval. If no echo is
received after the defined number of unsuccessful retries, router will reboot. It is possible to turn of the route
NEo220Ay 3 | FGSNI RSTAYSR dzyadzOO0SaaTtdzZ NB G NK&awhentokit& NS
Pings the host unlimited humber of times. Possible actions if no echo is received: Reboot, Modem restart, Res
mobile connection, (Re) register, None.

Ping Reboot
Ping Reboot Settings
Enable [
Action ifno echois received | Reboot e
Interval hetwaen pings | S mins %
Fing timeout (sec) 9
Packet size | 56
Retry count 2
Interface  Ping from mohile A
Hostto ping from SIM 1 127.0.01

Hostto ping frorm SiM 2 1270001

- Explanation

Enable This check box will enable or disabledPiaboot Ping Reboot is disabled by
feature. default.
2. Action if no echo is Action after the defined number of unsuccessful No echo reply for sent ICMP
received retries (Internet Control Message
Protocol) packet received
3. Interval between pings  Timeinterval in minutes between two Pings. Minimum time interval is 5
minutes.
4. Ping timeout (sec) Time after which consider that Ping has failed. @ Range(19999)
5. Packet size This box allows to modify sent packet size Should be left default, unless
necessary otherwise
6. Retry count Number of times to try sending Ping to server aft Minimum retry number is 1.

time interval if echo receive was unsuccessful.  Second retry will be done after
defined time interval.
8. Interface Interface used for connection
7. Hostto ping from SIM 1 [P address or domain name which will be used t« Ping packets will be sending
send ping packets to. E.g. 127.0.0.1 (or from SIM1.
www.host.com if DNS server is configured
correctly)
8. Host to ping from SIM 2 IP address or domia name which will be used to Ping packets will be sending
send ping packets to. E.g. 127.0.0.1 (or from SIM2.
www.host.com if DNS server is configured
correctly)
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9.19.2 Periodic Reboot

Ping Rehoot Periodic Reboot

Periodic Reboot

Periodic Reboot Setup

Enahle [

Days [ sunday
O monday
O Tuesday
O Wednesday
O Thursday
O Friday
O Saturday

Hours 23

minutes 0

- Explanation

Enable This check box will enable or disaBleriodic reboot feature.
2. Days This check box will enable router rebooting at the defined days.
3. Hours, Minutes Uploading will be done on that specific time of the day

9.20 UPNP

9.20.1 General Settings

UPNP allows clients in the local network to automaticatigfigure the router.

Settings

General Settings Advanced Settings

Enahle []

Llse secure mode

9.20.2 Advanced Settings
Settings

General Settings Advanced Settings

Uge UPnP port mapping
Use MNAT-PMP port mapping

Device LUID
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- Explanation

Use UPNP port mapping Enable UPnP port mapping functionality

2. Use NATPMP port Enable NAPMP mapping functionality
mapping
3. Device UUID Specify Universal unique ID of the device

9.20.3 UPnP ACLs

ACLs specify which external ports may be redirected to which internal addresses and ports.

UPnP ACLs

ACLs specify which external ports may be redirected to which internal addresses and ports

Comment External ports Internal addresses Internal ports Action Sort
Adlowy high ports 1024-65535 0.0.0.040 1024-65535 allow v+ ¥ Delete
Add

Comment Add comment to this rule

External ports External ports which may be redirected

Internal addresses Internaladdress to be redirect to

Internal ports Internal ports to be redirect to

Action Allow or forbid UPNP service to open the specified port

| |Fieldname _ |Explanaton |
1.

2

3

4

5

9.20.4 Active UPnP Redirects
Active UPnP Redirects

Protocol External Port Client Address Client Port

There are ho active redirects.
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9.21 QoS
QoS (Quality of Service) is the idea that transmission rates, error ratestlagrdcharacteristics can be measured,
improved, and, to some extent, guaranteed in advance. QoS is of particular concern for the continuous transmissiol

high-bandwidth video and multimedia information.

QoS can be improved with traffic shaping techmigiguch as packet, network traffic, and port prioritization.

Interfaces

Interface  Enable  Calculate overhead Half-duplex Download speed (kbit/s) Upload speed (kbit/s)

WAN 1024 128 Delete
Interface name: WAN ¥ Add

- Explanation

Interface WAN/LAN/PPF Each Interface can have its own buffer. The interface section
declares global characteristics of the connection on which the
specified mterface is communicating

2. Enable Enable/Disable Enable/disable settings

3. Calculate overhead Enable/Disable Check to decrease upload and download ratio to prevent link
saturation

4. Halfduplex Enable/Disable Check to enable data transmission in lbakirection on a single
carrier

5. Download speed (kbit/s) 1024 Specify maximal download speed

6. Upload speed (kbit/s) 128 Specify maximal upload speed

Classification Rules

Target Source host Destination host Protocol Ports Number of bytes Sort
Priority ¥ Al v Al v All v 2253 v + 4 Delete
Normal ¥ All v All v TCP v 2021,2580 v *s Delete
Express ¥ All v All v Al v 5190 v *s Delete

Add

Save

|| Field name ____| Explanation

1. Target Select target for which rule will be appliethe four defauk are:Priority, Express,
Normaland Low.
2. Source host Select host from which data will be transmitted. Packets matching this source host

(single IP or in CIDR notation) belong to the bucket defined in target
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3. Destination host

Protocol

Ports

Numberof bytes
Target

= en| @] e=

9.22

Select host to whickata will be transmitted. Packets matching this destination host
(single IP or in CIDR notation) belong to the bucket defined in target

Select data transmission protocol
Select which port will be used for transmission
Specify the maximal number of bytes for connection

Select target for which rule will be appliethe four defaults are?riority, Express,
Normaland Low.

MQTT

MQTT also known as MQ Telemetry Transport is an puslibhcribe based essaging protocol for use on top of
the TCP/IP protocol. It is designed to send short messages from one client (publisher) to another (subscriber) thro
the brokers, which are responsible for message delivery to the end point. RUT 9XX routers do thigpfmttionality
via open source Mosquitto broker. The messages are sent in this way: some client (subscriber) subscribes to spe
topic or many of them, and then publisher posts some message to specific topic. The broker then checks whi
subscribedo particular topic and transmits data from publisher to subscriber.

RUTI9XX supports some functionality of the MQTT broker and MQTT publisher. The main window of paramete
presented below. The broker can be enabled by chedkimgpbleand entering theport number on which MQTT broker
should run to. In order to accept connections from WAN interf&aeble Remote Accestsould be checked also.

Broker Publisher

MQTT Broker

Enable

Local Port

Enable Remote Access

Broker settings

Security Bridge

Miscellaneous

Use TLS/SSL

Save

In order to use TLS/SSL for connecting clients (subscribers and publishers) to the broker, the one shkuld c
Use TLS/SSAfter that, additional settings will be displayed to the user as shown below. Here the user can uplo:
certificates, key files and choose TLS version, which will be used for data encryption between broker and clie
(subscribers and pulshers)
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Security Bridge Miscellaneous

Use TLS/SSL |«

CAFie Browse.. Nofileselected.
CERT File @ Browse... No file selected.

Key File Browse...  MNofile selected.

TLS version = Support all j

The MQTT broker also supports option callBddge It means, that two brokers can be connected to each other
and share messages. The window of bridge parameters are presented below. There are some mandatory parame
like Connection NameRemde Addressand Remote PortAlthough connection name is mandatory, it should be set to
@ tdzS 6KIFIG @2dz £tA1S YR FOO2NRAY3A (2 Y2aljdZAdd2Qa dza!
connecting to remote broker. There are some otparameters. If you would like to known that they mean and how to
use them you should check for mosquito.conf manual page.
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Security Bridge Miscellaneous

Enable |

Connection Name | ‘

Remote Address | ‘

Remote Port 1883
Use Remote TLS/SSL
Use Remote Bridge Login
Topic
Try Private

Clean Session

The last section of parameters is calliscellaneouslt contains parameters, which does not depend on neither
Security nor Bridge categoriesACL Fildenotes access control list file name. The contents of this file are used to contro
client access to topics of the broker. TRassword Fildenotes the file, there users and corresponding passwords are
stored. This file is used rfauser authentication. This option is related to another option cakdidw Anonymouslf
Allow Anonymouss unchecked, only users, which exist in password file will be able to connect to the broker. Mol
about password file can be read on mosquitto dgufation manual. The last option is callBérsistenceit allows to
save connection, subscription and message data to the disk, otherwise, the data is stored in memory only.
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Security Bridge Miscellaneous

ACL File Browse...  No file selected.

Password File @~ Browse... No file selected.

Persistence

Allow Anonymous |

It is possible to configure some sort of MQTT publisher. It is not simpléspehlbut publisher, which publishes
some system parameters to the broker. The publisher configuration window has few fields, like hosthame and port
the broker to connect. Username and password fields are used for authentication. If these field& amgds, no
authentication is performed.

Broker Publisher

MQTT Publisher

Enable
Hostname
Port
Username

Password

Save

The full list of system parameters, which can be published, are described below.

Parameter name Parameter description

temperature Get temperature of the module in 0.1 degrees Celcium
operator Getcurrentop&dJ 2 NDa yI YS

signal Get signal strength in dBm

network DSG OdzNNByd ySig2N)] GeLlsS ¢
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connection Check if data connection is available

wan DSG 2!'bQa Lt FRRNBaa
uptime Get system uptime in seconds

name DSG NRdzi SNR& yI YS
digitall Get valie of digital input no. 1

digital2 Get value of digital input no. 2

analog Get value of analog input

In order system to work, MQTT broker should be configured in advance. You can use the broker, which is installed ir
the router, or the broker in th other location. The publisher operates according to the scheme presented below. In th
a0KSYS (GKS OfASyid (GNASE (2 &adooadONAROGS AYyTFT2NXIGA2Y |6
client and publisher are being sent.

Subscribeouter/get
Subgribe

_get/01234567/c0mmand _F(’jublishrouter/get -
|
\

Publishrouter/id Publishget/01234567/command

uptime
01234567
Broke

r
Publishrouter/01234567/uptime 1524¢
-2

\

In general pulisher works in such a way: connects to the broker and subscribes to the topies/get and
get/<SERIAL>/commanthere<SERIALgenotes serial number of the router which is currently run publisher. The client
then sends messagd to the topicrouter/get. The following message is received by the publisher, since it is subscribe
to that topic. Then the publisher sends response with its serial number to the riogier/id. Now the client knows that
publisher with some serial number exist. It meansttigent can send message with parameter name from the list as a
message to the topiget/<SERIAL>/comman the broker. The message will be received only by the subscriber, whicl
has the same SERIAL number mentioned in the topic. Now the publisher erath tack a response with
router/<SERIAL>/parameter_nanapic and message with a value of requested parameter. It should be noted, that
according to MQTT protocol, the topic names are esemsitive, for example topic router is not the same as topic
RoUtEr
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9.23 Modbus TCP interface

Modbus TCP

Enable
Port

Allow Remote Access
Save

Modbus TCP interface allows the user to set or get some parameters from the router (the parameters, which ¢
be set or get will be described later), like module temperature or signal strength. In other words, Modbus TCReis anot
manner to control router behavior. To use Modbus TCP capabilities it must be turned on by navigating to-Servic
a2zRodza® ! FGSNI a{ I @S¢ odzili2zy A& LINBaaSRY (KS az2Rodza |
daemon performs as slavthat means, it accepts connection from the master (client) and sends out a response or se
some system related parameter. By the default Modbus will only accept connections through LAN interface. In ordel
accept connections through WAN interface aldipw Remote Access must be checked.

To obtain some parameter from the system, the read holding registers command is used. The register num
and corresponding system values are described below. Each register contains 2 bytes. For simplification thehumb
registers for storing numbers is 2, while for storing text information the number of registers is 16.

Required value Representation Register number | Number of registers

System uptime 32 bit unsigned integer 1 2
GSM signal strength (dBm) 32 bit integer 2 2
System temperature in 0.1 degrees 32 bit integer 3 2
Celcium

System hostname Text 4 16
GSM operator name Text 5 16
Router serial number Text 6 16
Router MAC address Text 7 16
Router name Text 8 16
Current SIM card Text 9 16
Network registation Text 10 16
Network type Text 11 16
Digital input 1 32 bit integer 12 2
Digital input 2 32 bit integer 13 2
Current WAN IP address 32 bit unsigned integer 14 2
Analog input 32 bit integer 15 2

The Modbus daemon also supports setting of somstesy parameters. For this task write holding register
command is used. System related parameters and how to use them are described below. The register number refel
GKS NBIAAGSNI ydzZYoSNJ ¢ KSNE (G2 adrk NI oNXDE NBOOBLNEBR 2¢
parameter. For the APN the number of input registers may vary. The very first byte of APN command denotes a nun
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of SIM card for which set the APN. This byte should be set to 1 (in order to change APN for SIM card nunbet 1) or
(in order to change APN for SIM card number 2).

Value to set Register number Reglstervalue

Digital output 1 (on/off) Change the state of the digital outpu 1
number 1
Digital output 2 (on/off) Change the state of the digital owip 2 1/0
number 2
Switch WiFi (on/off) Allows to switch WiFi on or off 10 1/0
Switch mobile data connection  Turns on or off mobile data 11 1/0
(on/off) connection
Switch SIM card (SIM1, SIM2, Allows to change SIM card in uSe, 12 0/1/2
SIM1>SIM2 and SIM2SIM1) possible options are supported
Change APN Allows to change APN 13 APN code
Reboot Reboots a router 20 1
10 System

10.8 Setup Wizard
The configuration wizard provides a simple way of quickly configuring the device in order to bring it up to ba
functionality. The wizard is comprised out of 4 steps and they are as follows:

Step 1 (General change)

First, the wizard prompts you to change the default password. Simply enter the same password into bo
Password and Confirmation fields and prikext

Step 1 - General Step 2 - Mobile Step 3 - LAN Step 4 - WiFi

Step - General
First, let's change vour rauter password from the default one.

Password Settings
Mew password  essses Lo
Confirm new password | eesess o

Time Zone Settings

Current systern time  2016-03-16 09:27:33 Sync with browser

Titne zone | UTC hd

Sep 2 (Mobile Configuration)

Next we have to enter your mobile configuration. On a detailed instruction on how this should be done see tl
Mobile section under Network
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Step 1 - General Step 2 - Mobile Step 3 - LAN Step 4 - WiFi

Mobile Configuration
Mexd, let's canfigure your mokile settings 5o you can start using internet right away.
Mobile Configuration {SIM1)

Operator profile | Mone w
AP
FIr number
Dialing numhber | "95#%
Authentication method | Mone | w
Service maode | 4G (LTE) preferred  »

Show mobile info at login page [

Step 3 (LAN)

Next, you are given the chance to configure your LAN and DHCP serrsofior a detailed explanation see
LAN under Network.

Step 1- General = Step 2- Mobile | Step3-LAN | Step4- WIFi

Step - LAN

Here we will setup the basic settings of a typical LAN configuration. The wizard will cover 2 basic configurations: static |F address LAN and DHCP client.
General Configuration

IP address  192.168.1.1
Netmask | 255.255.255.0
Enable DHCP v
Start | 100
Limit | 150

Leasetime 12h

Skip Wizard Save

Step 4 (WAFI)

The final step allows you to configure your wireless settings in order to set up a rudimentary Access Point.
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Step 1 - General Step 2 - Mobile Step 3 - LAN

Step - Wireless

WiFi Configuration
Enahble wireless
S50 Teltonika_Router
Mode | 802 11g+n w
Channel | Auta v
Encryption | Mo encryption

Country Code | 00- Yarld

Skip Wizard

2 KSYy @2dzQNB R2yS gA0K

10.9 Profiles

Step 4 - WiFi

3@ O2y FAIdzNI (GA2Y

Mow let's configure wour wireless radio. {Mote: if you are currently connecting via wireless and you change parameters, like 8510, encryption, etc. your
cannection will be drapped and you will hawe to reconnect with a new set of parameters.)

Al

NR =

L.

Rauter can have 5 configuration profiles, which you can later apply either via WebUI or via SMS. When you add

New Profile, you saveurrent full configuration of the router. Note: profile nameannotexceed 10 symbols.

Configuration Profiles

Manage Profiles

Praofile name Add profile

Profile name Created

Profile 2016-03-15
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10.10 Administration
10.10.1 General

General Troubleshoot Backup Access Control Diagnostics MAC Clone Overview Monitoring

Administration Settings
Router Name And Host Name
Router rame | Teltonika
Host rame | Teltonika
Administrator Password
MNew password Lo
Confirm rew pas sword
Language Seftings
Language | English L
IPv6 Support
Enable
Login Page
Show mobile info at login page
Show WAN IF at login page
Leds indication
Erable v

Restore Default Settings

Restore to default Restore

Save

- Explanation

Router name Enter your new router name.
2. Host name Enter your new host name
3. New Password Enter your new administration password.

Changing this password will change SSH password as well.

4. Confirm new password Reenter your new athinistration password.
5. Language Website will be translated into selected language.
6. IPv6 support Enable IPv6 support on router
7. Show mobile info at login page Show operator and signal strength at login page.
8. Show WAN IP at login page Show WANP at login page.
9 On/Off LEDs If uncheck, all routers LEDs are off.
10 Restore to default Router will be set to factory default settings

Important notes:
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The only way to gain access to the web management if you forget the administrator passvoreset the
device factory default settings. Default administrator login settings are:

User Nameadmin
PasswordadminO1
10.10.2  Troubleshoot
General Troubleshoot Backup Access Control Diagnostics

Troubleshoot Settings
Troubleshoot
System log level | Debug v
Sawe login | RAM memaory

Include GEMD infarmation

|

Include PPPD infarmation

=

Include chat script information

|

Include network topalagy infarmation
System log Show
Kermel lag Showe

Troubleshoot file Diowenload

System log level Debug level should always be used, unless instructed otherwise.

Sae log in Default RAM memaory should always be used unless instructed otherwise.
Include GSMD information Default settingg enabled should be used, unless instructed otherwise.
Include PPPD information Default setting; disabled should be used, uskeinstructed otherwise.

| |Fiedname | Explanation |
1.
2
3
4
5

Include Chat script Default settinge enabled should be used, unless instructed otherwise.
information

6. Include network topology  Default settingg disabled should be used, unless instructed otherwise.

information

7. SystemLog Provides orscreen System logging information. It does not, however, subst
troubleshooting file that can be downloaded from SystenBackup and Firmwar
menu.

8. Kernel Log Provides orscreen Kernel logging information. It does not, howevehstitute
troubleshooting file that can be downloaded from SystesrBackup and Firmwar
menu.

9. Troubleshoot file Downloadable archive, that contains full router configuration and all Systen
files.
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10.10.3 Backup

General Troubleshoot Backup Access Control Diagnostics MAC Clone

Backup
Backup Configuration

Backup archive: Dawenload

Restore Configuration

Lpgrade fram file w

Restore from backup: Mofle selected.

Upload archive

|| Field name _____| Explanation

L [ EEe Download current router settings file to personal computer. This file can be loade
other RUT950 with same Firmware version in order to quickly configure it.
2. Restore from backuf Select, upload and restore router settings file from personal astemp
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10.10.3.1 Access control
10.10.3.1.1 General

General Troubleshoot Backup Access Control Diagnostics MAC Clone

General Safety

Access Control
SSH Access Control
Enable S5H access
Remote 55H access [
Port | 22
Webh Access Control
Enable HTTP access
Enable remote HTTP access [
Port | 20
Enahle remote HTTPS access [
Part | 443
CLI Configuration
Enahle CLI
Enable remote CL [

FPaort | 4200

|| Field name _____| Explanation

1. Enable SSH access Check box to enable SSH access.

2. Remote SSH access Check box to enable remote SSH access.

3. Port Port to be used for SSH connection

4, Enable HTTP access Enables HTTP aaseto router

5. Enable remote HTTF Enables remote HTTP access to router
access

6. Port Port to be used for HTTP communication

7. Enable remote Enables remote HTTPS access to router
HTTPS access

8. Port Port to be used for HTTPS communication

9. EnableCLI Enables Command Line Interface

10. Enable remote CLI Enables remote Command Line Interface

11. Port Port to be used for CLI communication

Note:¢ KS NRdzi SNJ KFa H dzaASNRY alFRYAYyé F2NJ 2So6!L FyR
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10.10.3.1.2 Safety

General Troubleshoot Backup Access Control Diagnostics MAC Clone Overview Maonitoring

General Safety

Block Unwanted Access

SSH Access Secure

Enahle []
Clean after reboot []

Fail count 5

WebUl Access Secure

Enahle []

Clean after reboot [

Failcount 5
List Of Blocked Addresses
Events perpage 10 # Search
Service # Blocked address # Blockeil date #

There ate no addresses blocked

Showing 1 to 1 of 1 entries

- Explanation

SSH access secure Check box to enable SSH access secure functionality.

enable
2. Clean after reboot  If check box is selectephblocked addresses are removed after every reboot.
3. Fail count Specifies maximum connectiottempts count before access blocking.
4. WebUI access Check box to enable secure WebUI access.

secure enable
10.10.4 Diagnostics

General Troubleshoot Backup Access Control Diagnostics MAC Clone Overview Menitering

Diagnostics
Network Utilities

Host

Action Fing Traceroute Mslookup

|| Field name | Explanation

1. Host Enter server IP address or hostname.
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2. Ping Utility used to test the reach ability of a host an Internet IP network and to measure t|
round-trip time for messages sent from the originating host to a destination server. Server
response will be shown after few seconds if server is accessible.

3. Traceroute Diagnostics tool for displayinge route (path) and measuring transit delays of packets acros
Internet IP network. Log containing route information will be shown after few seconds.

4. Nslookup Network administration commariine tool for querying the Domain Name System (DNS

obtain domain name or IP address mapping or for any other specific DNS record. Log col
specified server DNS lookup information will be shown after few seconds.

10.10.5 MAC Clone

General Troubleshoot | Backup ‘ Access Control Diagnostics MAC Clone Overview Monitoring

MAC Address Clone

MAC Address Clone

Wisk MAC address  021EQCTF.00:00 Get PC MAC address Save Restore to default

|| Field name | Explanation

1. WAN MAC address Enter new WAN MAC address.

10.10.6  Overview

Select which information you want to get in Overview window (StatuSverview).

|| Fieldname | Explanation
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